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METHOD AND CONTROL APPARATUS FOR have various requests, such thai ihey may doi need lo backup 

FILE BACKUP AND RESTORATION an executable file, or want to back up certain data files more 

frequently than others. 

rrruMiOAT c-icrn of Japanese Patent Laid-Open Publication No. 
itCHMH^Al. t\tw 5 j^£j 3-232012 "hard disk device with backup mechanLsm," 

This invention pertains to a backup/restore method and its it has an advantage that it can independently make backup(s) 

control apparatus that can generate backup file(s) automali- ^^^n if ^here is no backup program running on the host 

cally for each file stored in the recording medium, and prcJtessor unit, and/or make backup(s) even when the host 

enable easy restoration of the original file(s) to a state of processor unit is in use for other operations, but has a 

designated time period backing from the current time, as problem in that it is strictly possible under a single tasking 

well as a computer- read able recording medium including OS (operating system) and this device cannot make backup 

such backup/restoration program. (s) under multi-tasking OS, which is the main stream these 

days. In other words, under multi-tasking OS, multiple tasks 

BACKGROUND ART access the hard disk frequently and independently, thereby it 

Backup shall mean to make a copy of data and/or program virtually impossible to prohibit receiving commands from 

(s), i.e. to make an identical copy of data and/or program(s) processor unit and make a backup of the whole hard 

stored on a recording medium such as hard disk drive or addition, the Japanese Patent Laid-Open Publication 

floppy diskette, to another recording medium so as to No. H EI 3-232012 on "hard disk device with backup mecha- 

prevent from file destruction due to hardware trouble and n ism" as well as Japanese Patent Laid-Open Publication No. 

malfunctions, or accidental infection by (a) computer virus 59-108159 "magnetic disk control apparatus" had a 

(es) problem that it cannot make backup of individual file(s) that 

One example expressing the technology pertaining to the user may want because it merely makes a sector to sector 

such backup Ls, Japanese Patent Laid-Open Publication No. '"^'^^ ^^"^^ ^^^^ 

SHO 59-108159 on ''magnetic disk control apparatus." The ^^^^^ traditional backup device as in Japanese 

magnetic disk device disclosed in thLs Publication pertains to ^^^ent Laid-Open Publication No. HEI 3-232012 on "hard 

a method of storing the block address of a fixed magnetic ^^"^^^^ ^^^^ backup mechanism" and Japanese Patent 

disk device upon receiving a backup instruction from a Laid-Open Publication No, SHO 59-108159 on "magnetic 

processor unit, and, a storing method to temporarily store the control apparatus," it is common to designate the 

contents of a fixed magnetic disk device or a backup storage ^^^^^P timing as "make backup now*' or "make backup on 

device, and, a control method to give instruction to (1) a *^^^tam future time (such as 0:00AM tonight, or every 

storage method, (2) a temporary storage method, (3) fixed Sunday at 0:00AM)/' so it can easily restore the disk to the 

hard disk device(s) and (4) backup storage device(s) upon ^^^^^ backup was last made, but it cannot restore a 

receiving backup inslruction(s) and/or a read/write '^^^tain file to a slate of designated time (such as one hour 

instruction(s) from a processor unit. This magnetic disk 35 from current time). 

device claims to have an advantage in that the system usage Furthermore, the method as in Japanese Patent Laid-Open 

becomes more efiBcient, and can integrate a more economi- Publication No. HEI 3-232012 on "hard disk device with 

cal computer system, because the processing unit need not backup mechanism" as well as Japanese Patent Laid-Open 

be fully occupied (for backup operation) when making Publication No. SHO 59-108159 on "magnetic disk control 

backup(s). apparatus" had a problem where it makes a backup copy "as 

Also, another example is, Japanese Patent Laid-Open ^" the time immediately when the instmction is given 

Publication No. HEI 3-232012 on "hard disk device with from the host system or when the "backup button" is pushed, 

backup mechanism. The hard disk device with backup the hard disk is infected by a virus or certain data is 

mechanism as disclosed in this Publication includes (1) a already corrupted (destroyed). In other words, even when 

hard disk device as an external storage device to its host 45 ^^^^ ^^^^ infected by a virus or certain data is already 

processor unit, (2) a backup device to backup this hard disk, corrupted (destroyed), it still makes a backup of these 

(3) an interface to interact with the host processor unit, (4) ^^ta, so when the system is restored using that 

a button to activate backup operation, and (5) a backup invalid data, it will not completely recover to a usable state, 

control mechanism to read the data from hard disk device Accordingly, this invention was made in consideration to 
and store them into the backup device while the interface 50 above, where the first objective is to enable automatic 

mechanism prevents receiving any commands from the host generation of (a) backup copy(ies) on a "file to file basis" for 

processor unit, if the hard disk device and the backup device ^ata stored in the recording medium, 

is usable at time when the button is pushed. It claims to have Then, the second objective is, even in case the files are 

an advantage that this hard disk device with backup mecha- stored in a recording medium under control of a multi- 
nism can independently make backup(s) even if there is no 55 tasking OS, to enable automatic generation of (a) backup(s) 

backup program running on the host processor unit, and/or without interfering the access of the multi-tasking OS to this 

make backup(s) even when the host processor unit Ls in use recording medium. 

for other operations. Then, the third objective is, to enable easy restoration of 

However, although the above-mentioned Japanese Patent the original file(s) to a state of designated time period 
Laid-Open Publication No. SHO 59-108159 "magnetic disk 60 tracking from the current time, using the backed-up file(s). 

control apparatus" has an advantage that it will not occupy Then, the fourth objective is, while this invention makes 

the host system to make backups, it has a problem in that it possible to easily restore the files to a state of designated 

is a straight sector to sector image copy of the hard disk time period backing from the cunent time, to enable the 

device, and cannot make backup(s) of individual file(s) that management of past state of these files using the backed-up 
the user may want, making it inconvenient to use. Thereby, 65 copy(ies). 

a straight sector to sector image copy of the hard disk device Furthermore, the fifth objective is, for those files selected 

cannot satisfy the requirement of the users because the users to make (a) backup(s) of, to check if the file(s) are infected 
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by a virus and/or corrupied (destroyed) before making (a) where ii will judge the inicgriiy of the designated file when 
backup copy(ies) so as to assure the integrity of that/those making a backup copy of such file during the "backup copy 

^H^)- generating process," and only if the result of above- 

nwrr hqiidc nv iMvuM-rrnM mentioned "integrity judgement process" prove to be posi- 
DISCLOSURE OF INVENTION 5 tive (i.e. not infected by a virus or destroyed,) then it will 

The backup/restore method as descried in this invention is generate a backup copy of the designated file, 

a backup/restore method consisting of, (1) a "backup copy Also, the backup/restore method as in this invention 

generating process" where a random file stored in the first includes, furthermore, a "compression/encryption process" 

storage device is copied to a second storage device to make to compress and/or encrypt the file(s) being generated, when 

a backup copy, and (2) a "restore process" where such making backup copy(ies) of the files designated by the 

backup copy generated by the above-mentioned "backup above-mentioned "backup copy generation process." 

copy generating process" is used to restore (an) existing Also, the backup/restore method as in thus invention 

file(s) or (a) non-existing (i.e., already deleted) file(s) in the includes, furthermore, an "integrity judgement process" 

first storage device, and (3) a "restore detail instructing where it will judge the integrity of the designated backup file 

process" where the target file (file name) and time period is when restoring such file during the "restore process," and 

designated to execute the above-mentioned "restore pro- only if the result of above-mentioned "integrity judgement 

cess" to restore those file(s) to a state of designated time process" prove to be positive (i.e. not infected by a virus or 

period backing from the current time, and (4) a "restore destroyed,) then it will restore the designated file using the 

control process" where, in case a "restore process" is above-mentioned backup file. 

executed during the above-mentioned "restore detail backup/restore method as in this invention 
instrucung process, one file that meets the designated "file includes, furthermore, a "de -compression/decryption pro- 
name and "time penod" cnteria is selected and control the ^css" to de-compress and/or decrypt the file(s) if the file(s) 
execution of the above-mentioned "restore process." is/are compressed and/or encrypted, when restoring the 

Also, the backup/restore method in this invention file(s) designated by the above-mentioned "restore process." 
includes, furthermore, a "full backup generation control Also, the backup/restore method as in this invention will, 
process" where backup copies of ali the files in the first when the above-mentioned "restore detail instructing pro- 
storage device are made to the second storage device under cess" call the above-mentioned "restore process," allow the 
pre-set condition and/or as designated by the user to control user to select whether to replace the file (if a same filename 
the execution of above-mentioned "backup copy generating exists in the designated directory) or create a new file (under 
process. ^ different directory or change the filename), and when the 

Also, the backup/restore method as in this invention user select to replace the file during the above-mentioned 

includes, hirthermore, a "backup file selecting process" to "restore detail instructing process", the above-mentioned 

p re-select the file(s) to generate backup(s) of, and a "backup "restore control process" will control the execution of 
generation control process" to control the execution of 35 above-mentioned "restore process," use the appropriate 

above-mentioned "backup generation process" so as to backup copy and replace the designated file on first storage 

generate a backup copy at pre-set timing every time the device, or when the user select to create a new file, the 

designated file(s) selected during the above-mentioned above-mentioned "restore control process" will control the 

"backup file selecting process" is/are created or updated. execution of above-mentioned "restore process," use appro- 

Also, the backup/restore method as in this invention 40 priate backup copy and create a new independent file on the 

includes, furthermore, an "elapsed time setting process" first storage device. 

where at least one elapsed time (time elapsed since the last Also, the backup/restore method as in this invention will 

modification time) be set for each file as selected by above- have the above-mentioned "full backup generation control 

mentioned "backup file selecting process," and an "elapsed process" or "backup generation control process" watch the 
time judgement process" where it will compare the current 45 access of above-mentioned first storage device, and when 

time and the last modification time for files as selected by the first storage device is not accessed, it will control the 

above-mentioned "backup file selecting process" and judge execution of above-mentioned "backup copy generating 

whether it has exceeded each of the elapsed time as set on process," and make a backup copy to the second storage 

above-mentioned "elapse time setting process" for that device. 

particular file, and a "status recording process" where if, 50 The backup/restore control apparatus as descried in this 

during the above-mentioned "elapsed time judgement invention is a backup/restore control apparatus that controls 

process," a file has been judged that the elapsed time the execution of the "backup copy generating process" and 

exceeded the pre-set time, it will record the status of the file "restore process" by controlling (1) a "backup copy gener- 

(that this file has already exceeded the pre-set time) using the ating means" where a random file stored in the first storage 
backup copy of that file, and then the above-mentioned 55 device is copied to a second storage device to make a backup 

'•restore detail instnicting process" will, fi-om the files that copy, and (2) a "restore means" where such backup copy 

are known to have exceeded the elapsed time as a result of generated by the above-mentioned "backup copy generating 

above-mentioned "status recording process," select the means" is used to restore (an) existing file(s) or (a) non- 

filc(s) to restore and designate the above-mentioned time existing (i.e., already deleted) file(s) in the first storage 

period, and then execute the "restore process," wherein, the device, and (3) a "restore detail instructing means" where 

above-mentioned "restore control process" will select the such file (file name) and time period is designated to execute 

copy of the backup file matching that elapsed time a desig- the "restore process" of the above-mentioned "restore 

nated by the above-mentioned "restore detail instructing means" to restore those files to a state of designated time 

process," control the "restore process" and restore the des- period backing from the current time, and (4) a "restore 
ignated file. ^5 control means" where, in case a "restore process" is 

ALso, the backup/restore method as in this invention executed during the above-mentioned "restore detail 

includes, furthermore, an "integrity judgement process" instructing means," one file that meets the designated "file 
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name" and "lime period" criieria is selected and control the and judge whether it has exceeded each of the elapsed time 

execution of the above-mentioned "restore means" as set on above-mentioned "elapse lime setting procedure" 

Also, the backup/restore control apparatus in this inven- ^^^^ particular file, and a "status recording means*' where 

tion includes, furthermore, a "full backup generation control if* during the above-mentioned "elapsed time judgement 
means" where backup copies of all the files in the first 5 means," a file has been judged that the elapsed lime 

storage device are made to the second storage device under exceeded the pre-sct time, it will record the status of the file 

pre-set condition and/or as designated by the user to control (^hat this file has already exceeded the pre-set time) using the 

the above-mentioned "backup copy generating means." back copy of that file, and then the above-mentioned "restore 

Also, the backup/restore control apparatus as in this ^^^^^^ instructing means" will, from the files that are known 
invention includes, furthermore, a "backup file selecting exceeded the elapsed time as a result of above- 
means" to pre -select the file(s) to generate backup(s) of, and mentioned "status recordmg means," select the file(s) to 
a "backup generation control means" to control the above- designate the above-mentioned time period, and 
mentioned "backup generation means" so as to generate a execute the "restore process" of "restore means," then, 
backup copy at pre-set timing every time the designated the above-mentioned "restore control means" will select the 
file(s) selected during the above-mentioned "backup file '^^Py backup file matching that elapsed time as 
selecting means" is/are created or updated. designated by the above-mentioned "restore detail instruct- 

THe backup/restore control apparatus as in this invention procedure " control the "restore procedure" and restore 

includes, (1) a "backup copy generating means" where a designated tile. 

random file stored in the first storage device under control of backup/restore control apparatus as in this 
a host processor unit is copied to a second storage device to invention includes, furthermore, an "integrity judgement 
make a backup copy, and (2) a "restore means" where such means" where it will judge the integrity of the designated file 
backup copy generated by the above-mentioned "backup when making a backup copy of such file during the "backup 
copy generating means" is used to restore (an) existing ^*^Py generating means," and only if the result of above- 
file(s) or (a) non-cxisling (i.e.. already deleted) file(s) in the mentioned "integrity judgement means" prove to be positive 
first storage device, and (3) a "restore detail instructing O-®' infected by a virus or destroyed,) then the above- 
means" where such file (file name) and time period is mentioned "backup copy generating means" will generate a 
designated to execute the "restore process" of the above- backup copy of the designated file 

mentioned "restore means" to restore those files to a state of Also, the backup/restore control apparatus as in this 

designated time period backing from the current time, and invention includes, furthermore, a compression/encryption 

(4) a "restore control means" where, in case a "restore means" to compress and/or encrypt the file(s) being 

process" is executed during the above-mentioned "restore generated, when making backup copy(ies) of the files des- 

detail instructing means," one file that meets the designated ignated by the above-mentioned "backup copy generation 

"file name" and "time period" criteria is selected and control means." 

the execution of the above-mentioned "restore means." Also, the backup/restore control apparatus as in this 

Also, backup/restore control apparatus in this invention invention includes, furthermore, an "integrity judgement 

includes, furthermore, a "full backup generation control means" where it will judge the integrity of the designated 

means" where backup copies of all the files in the first backup file when restoring such file during the "restore 

storage device are made to the second storage device under means," and only if the result of above-mentioned "integrity 

pre-set condition and/or as designated by the user to control judgement means" prove to be positive (i.e. not infected by 

the above-mentioned "backup copy generating means" a virus or destroyed,) then it will restore the designated file 

while watching the above mentioned host processor unit using the above-mentioned backup file, 

access to the above mentioned first storage device, and sense Also, the backup/restore control apparatus as in this 

that the host processor unit is not accessing the first storage invention includes, furthermore, a "de-compression/ 
device. 4^ decryption means" to de-compress and/or decrypt the file(s) 

Also, the backup/restore control apparatus as in this if Ihe file(s) is/are compressed and/or encrypted, when 

invention includes, furthermore, a "backup file selecting restoring the file(s) designated by the above-mentioned 

means" to pre-select the file(s) to generate backup(s) of, and "restore means." 

a "backup generation control means" to control the above- Also, the backup/restore control apparatus as in this 
mentioned "backup generation means" so as to generate a 50 invention will, when the above-mentioned "restore detail 

backup copy at pre-set timing every time the designated instructing means" execute the above-mentioned "restore 

file(s) selected during the above-mentioned "backup file process" of "restore means," allow the tiser to select whether 

selecting means" are created or updated, and while the to replace the file (if a same filename exists in the designated 

above-mentioned "backup generation control means" watch directory) or create a new file (under a different directory or 
the above-mentioned host processor unit access to the 55 change the filename), and when the user select to replace the 

above-mentioned first storage device, and sense that the host file during the above-mentioned "restore detail instructing 

processor unit is not accessing the first storage device, means", the above-mentioned "restore control procedure" 

control the above-mentioned "backup copy generating will control the execution of above-mentioned "restore 

means" to generate the backup copy. means," use the appropriate backup copy and replace the 
Also, the backup/restore control apparatus as in this 60 designated file on first storage device, or when the user 

invention includes, furthermore, an "elapsed time setting select to create a new file, the above-mentioned "restore 

means" where at least one elapsed time (time elapsed since control means" will control the execution of above- 

ihe last modification time) be set for each file as selected by mentioned "restore means," use appropriate backup copy 

above-mentioned "backup file selecting means," and an and create a new independent file on the first storage device, 
"elapsed time judgement means" where it will compare the 65 The computer-readable recording medium storing the 

current time and the last modification time for files as backup/restore program as descried in this invention is a 

selected by above-mentioned "backup file selecting means" computer-readable recording medium storing a backup/ 
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restore program lo execute under a computer (1) a '*backup where it will judt^c :hc integrity of the designated file when 
copy generating procedure" where a random file stored in making a backup copy of such file during the "backup copy 
the first storage device is copied to a second storage device generating procedure;' and only if the result of above- 
to make a backup copy, and (2) a "restore procedure" where mentioned ^^integritv judgement procedure" prove to be 
such backup copy generated by the above-mentioned 5 positive (i.e. not infected by a virus or destroyed,) then the 

.vkrin f "7^,^"S procedure" IS used to restore an above-mentioned "backup copy generating procedure" will 

fi WO ^ f^ l non-existmg i e already deleted ^ backup copy of the designated file. 

hle(s) in the first storage device, and (3) a "restore detail ai t, ^ t"- & 

instructing procedure" where such file (file name) and time computer-readable recording medium storing 

period is designated to execute the above-mentioned I^^ backup/restore program as descried in this invention 
"restore procedure" to restore those files to a state of includes, furthermore, a "compression/encryption proce- 

designaled time period backing from the current time, and compress and/or encrypt the file(s) being generated, 

(4) a "restore control procedure" where, in case a "restore making backup copy(ies) of the files designated by the 

procedure" is executed during the above-mentioned "restore above-mentioned "backiip copy generation procedure." 

detail instructing procedure," one file that meets the desig- Also, the computer-readable recording medium storing 

naied "file name" and "time period" criteria is selected and the backup/restore program as descried in this invention 

control the execution of the above-mentioned "restore pro- includes, furthermore, an "integrity judgement procedure" 

cedure." where it will judge the integrity of the designated backup file 

Also, the computer-readable recording medium storing when restoring such file during the "restore procedure " and 

the backup/restore program as descried in this invention 20 ^^^^ result of above-mentioned "integrity judgement 

includes, furthermore, a "fiill backup generation control procedure" prove to be positive (i.e. not infected by a virus 

procedure" where backup copies of all the files in the first or destroyed,) then the above-mentioned "restore procedure" 

storage device are made to the second storage device under ^^^^ restore the designated file using the above-mentioned 

pre-sct condition and/or as designated by the user to control backup file. 

the execution of above-mentioned "backup copy generating 25 Also, the computer-readable recording medium storing 

procedure." the backup/restore program as descried in this invention 

Also, the computer-readable recording medium storing includes, furthermore, a "dc -compression/decryption proce- 

the backup/restore program as descried in this invention ^^^^e" to de-compress and/or decrypt the file(s) if the file(s) 

includes, furthermore, a "backup file recording procedure" ^/^^^ compressed and/or encrypted, when restoring the 

to record the file(s) when the target file(s) is/are designated, 30 ^^^{^) designated by the above-mentioned "restore proce- 

and a "backup generation control procedure" to control the dure." 

execution of above-mentioned "backup generation proce- Also, the computer-readable recording medium storing 
dure" so as to generate a backup copy at pre-set timing every the backup/restore program as descried in this invention 
time the designated file(s) selected during the above- will, when the above-mentioned "restore detail instructing 
mentioned "backup file selecting procedure" is/are created 35 procedure" execute the above-mentioned "restore 
or updated. procedure," allow the user to select whether to replace the 
Also, the computer-readable recording medium storing file (if a same filename exists in the designated directory) or 
the backup/restore program as descried in this invention create a new file (under a different directory or change the 
includes, furthermore, an "elapsed time recording proce- filename), and when the user select to replace the file during 
dure" where at least one elapsed time (time elapsed since the 40 the above-mentioned "restore detail instructing procedure", 
last modification time) be recorded for each file as recorded above-mentioned "restore control procedure" will con- 
by above-mentioned "backup file recording procedure," and trol the execution of above-mentioned "restore procedure," 
an "elapsed time judgement procedure" where it will com- ^sc the appropriate backup copy and replace the designated 
pare the current time and the last modification time for files on first storage device, or when the user select to create 
as recorded by above-mentioned "backup file recording 45 anewfile, the above-mentioned "restore control means" will 
procedure" and judge whether it has exceeded each of the control the execution of above-mentioned "restore 
elapsed time as recorded on above-mentioned "elapse time procedure," use appropriate backup copy and create a new 
recording procedure" for that particular file, and a "status independent file on the first storage device, 
recording procedure" where if, during the above-mentioned Also, the computer-readable recording medium storing 
"elapsed time judgement procedure," a file has been judged 50 the backup/restore program as descried in this invention will 
that the elapsed time exceeded the pre-set time, it will record have the above-mentioned "full backup generation control 
the status of the file (that this file has already exceeded the procedure" or "backup generation control procedure" watch 
pre-set lime) using the backup copy of that file, and then the the access of above-mentioned first storage device, and 
aboTimntntioned "restore detail instructing procedure" will, when the first storage device is not accessed, it will control 
from the files that are known to have exceeded the elapsed 55 the execution of above-mentioned "backup copy generating 
time as a result of above-mentioned "status recording procedure," and make a backup copy to the second storage 
procedure," accept the selection of file(s) to restore, accept device. 

the above-mentioned elapsed time parameter for each file, Also, the computer-readable recording medium storing 

and accept the execution of restore procedure, then, the the backup/restore program as descried in this invention is a 

above-mentioned "restore control procedure" will select the 60 program that is embedded into, as part of, the operating 

copy of the backup file(s) out of the file(s) matching the system, that includes such program(s) implementing the 

elapsed time as designated by the above-mentioned "restore above-mentioned "restore detail instructing procedure," 

detail instructing procedure," control the "restore proce- "restore control procedure," "full backup generation control 

dure" and restore the designated file. procedure," "backup file recording procedure," "elapsed 

Also, the computer-readable recording medium storing 65 time recording procedure," "backup copy generating 

the backup/restore program as descried in this invention procedure," "elapsed time judgement procedure," "status 

includes, furthermore, an "integrity judgement procedure" recording procedure," "integrity judgement procedure " 
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"compression/encryption procedure," or "de-compression/ FIG. 10 is a block diagram of when the backup/restore 

decryption procedure," program may be provided as an application program, under 

Also, the computer-readable recording medium storing the backup/restore meihod and its control apparatus as in ihe 

the backup/restore program as descried in this invention is a first implementation at' this invention, and 
program that is embedded into, as part of, the driver of the 5 piG. 11 is a block diagram of when the backup/restore 

operating system, that includes such program(s) implement- program may be provided as a module comprising the 

ing the above-mentioned "restore detail instructing operating system, under ihe backup/restore method and its 

procedure/' "restore control procedure," *Tull backup gen- control apparatus as in the first implementation of this 

cration control procedure," "backup file recording invention, and 

procedure," "elapsed time recording procedure," "backup lO pj^. 12 is a block diagram of when the backup/restore 

copy generating procedure, "elapsed time judgement .^m may be provided as a driver extending the operat- 

procedure, status recording procedure," "integnty judge- .^em, under the backup/restore method and its control 

ment procedure, compression/encryption procedure," or apparatus as in the first implementation of this invention, 
de -compression/decryption procedure. 

Furthermore the computer-readable recording medium 13 , ^lock diagram of when the backup/restore 

tonng the backup/restore program as deserted tn this mven- ^am may be provided as a module comprising the BIOS, 

.on .s, a program that ts embedded tnto, as part of the BIOS, [J„ backup/restore method and its control apparatus a 

that mcludes such program(s) tmplement.ng the above- ,^6 first implementation of this invention, and 

mentioned "restore detail instructing procedure," "restore • , 

control procedure," "full backup generation conlrol 20 I'* ^ conceptual composition diagram of the 

procedure," "backup file recording procedure," "elapsed backup control apparatus, as m the second implementation 

time recording procedure," "backup copy generating of this invention, and 

procedure," "elapsed time judgement procedure," "status FIG. 15 is a hardware block diagram of the backup control 

recording procedure," "integrity judgement procedure," apparatus, as in the second implementation of this invention, 
"compression/encryption procedure," or "de-compression/ 

decryption procedure." FIG. 16 is an example of how the devices may be set, as 

BRIEF DESCRIPTION OF DRAWING second implementation of this invention, and 

uir- 1 ■ ui 1 -1- • u . . 1^ ^ flo^ '^hart explaining the procedure of 

FIG. 1 IS a block diagrarn expressmg the hardware con- , fii,^ -^^j 

figuration of the computer that function as a backup/restore 30 ^^^^^^ ^^^^ ^^^^ ^ ^^^^ implementation of 

control apparatus, and realize the backup/restore method as ^^^^ invention and 

in the first implementation of this invention, and ie ■ ' ^- 1 • • u i-r^c. ^« 

™^ . . . , , . ' FIG. 18 IS a diagram explaining how FIGS. 10-13 may 

FIG. 2 is a block diagram expressing the so tware con- correspond, with backup/restore contml apparatus as in 

figuration to make the computer function as a backup/restore second implementation, and 

control apparatus, and realize the backup/restore method as cir- 10 • .u 1 r .u u 1 / 

• tu* a 1 ,r r.L- • ^- 1 FIG. 19 IS another example of the backup/restore control 

in this first implementation of this invention, and , . , • 1 . ^uimui 

T • 1 f , ... „ apparatus as in second implementation, and 

FlG. 3 IS an example of a "backup criteria setting screen . . 

under the backup/restore method and its control apparatus as ^ f^"^^^^^ backup/restore control 

in the first implementation of this invention, and ^VP^nins as in second implementation, and 

FIG. 4 is an example of a "backup target file information" ^ ^.'"'l'^^ backup/restore control 

that manages the full path name of the files designated to ^PP^^^^^s ^ s^^^^^ implementation, and 

make backup of, under the backup/restore method and its ^2 is another example of the backup/restore control 

control apparatus as in the first implementation of this apparatus as in second implementation, and 

invention, and FIG. 23 is another example of the backup/restore control 

FIG. 5 is a flow chart explaining the procedure of gen- apparatus as in second implementation, and 

crating backup copy(ics) of all the file(s) stored inside the FIG. 24 is another example of the backup/restore control 

original file hard disk to the backup file hard disk, under the apparatus as in second implementation, and 

backup/restore method and its control apparatus as in the FIG. 25 is another example of the backup/restore control 

first implementation of this invention, and apparatus as in second implementation, and 

HG. 6 is a flow chart explaining the procedure of gen- FIG. 26 is another example of the backup/restore control 

erating backup copy(ies) of the target file(s) selected to apparatus as in second implementation, 
manage the generation in "backup criteria setting screen" in 

FIG. 3, under the backup/restore method and its control BEST MODE FOR CARRYING OUT THE 

apparatus as in the first implementation of this invention, 55 INVENTION 

In order to explain this invention in detail, corresponding 

FIGS. 7(a), (fc), (c) are examples of "generation manage- diagrams will be referred, 

ment table" to manage the generation of target files, under piG, 1 is a block diagram expressing the hardware con- 

the backup/restore method and its control apparatus as in the figuration of the computer that function as a backup/restore 

first implementation of this invention, and ^^ntrol apparatus, and realize the backup/restore method as 

FIG. 8 IS a flowchart explaining Ihe file "restore in the first implementation. The computer 100 in HG. 1 has, 

procedure," under the backup/restore method and its control a Central Processing Unit ("CPU") 101 that reads and 

apparatus as in the first implementation of this invention, executes various programs as mentioned below, a Read Only 

Memory ("ROM") 102 that store the boot program, a 

FIG. 9 is an example of "restore criteria setting screen," 65 Random Access Memory ("RAM") 103 that the CPU 101 

under the backup/restore method and its control apparatus as will use as a working area, a display monitor 104 that 

in the first implementation of thLs invention, and displays various setting screen as mentioned below, a key- 
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board 105 and mouse 106 to input various commands to the well as set at least one time period (elapsed time interval 

computer 100, a original file hard disk 108 that store various from the last modified time) of that file, and, a restore 

system flies executable tiles and data files that is connected information setting unit 212 that lets the user select the 

via Interface ("I/F") 107, a backup file hard disk 110 that filc(s) to restore, as well as select the "lime period" (a 
store the generated backup copy of the files stored in the s designated time into the past) to restore the file(s) that is/are 

original file hard disk 108, that is connected via 1/F 109, and generated the backup copy(ies) of to a state of random 

a bus 111 that connects the above-mentioned components. pre -designated time in the past backing from the current 

In FIG. I, the I/F 107 and 109 can be Advanced Tech- ""'^ execute the restore process, and, a detailed infor- 

nology Attachment ("ATA"), Small Computer System Inter- -seit.ng unit 213 to set the below-ment.oned various 
face ("SCSI"), 1394 or any other I/F; the type of I/F does not io Processing infortnation, atid, a backup/restore execution 

matter. Also, in FIG. I, two I/Fs 107 and 109 is used, but if .'■'^"''"'•^ "he execution of backup copy 

the 1/F allows two hard disks to be connected (such as being generation and restoring process by issuing a service request 

daLsy chained,) then just one I/F 107 could be used '° '^'^'"^ ^'"^y^ °' restonng the desig- 

Furthermore, if the I/F 107 and/or 109 is a Local Area "f* *']'^^^' ".^"""^"'"^ '° ."'^ mformalion set by backup 
Network ("LAN") board or such, and through a network 15 '"formation setting unit 211 or restore information setting 

such as Ethernet connected to the file server, the file server .f'"^' ' Senerat.on management unit 215 that 

could be used as the original file hard disk 109 and/or "^a^^ge^the past state of each pre-designated file(s), 

u ^t„. fil u ^ J- 1 11 n Wherein the last modification time and the current time is 

backup nle hard disk 110. j r- ci / \ . . i , • r 

Ai ■ T-i^ 1 • 1 ^1 t_ J J- 1 JL , compared for file(s) as set by the backup information setting 

.1 ^'.'".-^ I'l^n """^'"'^ ^^^^'"^ ^^u^}^^ '"^ ^''''^''P 2U, and judge whether the pre-set elapsed time interval 

file hard disk 110 that corresponds to the first and second ^^^^ information setting unit 211) has 

storage devices respectively are indicated, but it does not .j^^^ ^ -^-^^ ^^^^ ^^.^^^ 

limit the haixl disk to be two; it can be one or more than -^.^^^^ ^as past, then, the status (that the pre-set 

three. The reason is because, m this invention, usmg the elapsed time interval has past) for these filefs) for that time 

expression "a file stored in the first storap device is copied p.^j^j ^ ^.^^.^.^^ .^^^ , monitoring unit 216 that 

to the second storage device to make a backup file, could ^^^-^^^ ^he file(s) that has been set by the backup infor- 

mean that, when a backup copy is being generated, it may ^^^^^ ^^^^^g ^^^^ 211 to make (a) backup copyfies) of, 

merely be copied onto a different area of the same hard disk, ^y,^,^-^^ ^jji ^^^^^^^ ^he backup/restore execution 

from where the ongmal file was stored. Furthermore, in FIG. control unit 214 to generate (a) backup copyfies) of those 

1. hard disks such as the original file hard disk 108 and ,^,,y ^^ose file(s) is/are being created or being 

backup file hard disk 110 is mentioned as an example of the modified, and requests to the generation management unit 

storage medium, but the storage medium is not limited to a 215 to manage the past status of these file(s). 

hard disk, but could be a floppy diskette, IC card, silicone c„^u^ ^ ^ iir:w\i*j» i ui 

, , .u. u J/ r /. Furthermore, for all hle(s) selected to make a backup copy 

disk and any other media that can be read/wntten from/to. „^„^„#;/sr, ..«;t ™o„o„^o „ .Tui^V 

OL, the generation management unit 215 manages a table to 

Furthermore, the computer 100 as in HG. lis not limited kg^p the state information of the backup file(s), wherein, 

to a desktop PC, but could be a notebook type PC, If m case ^hen the pre-set elapsed time interval pass after the original 

the computer 100 is a notebook type PC, then the backup file fiig lastly modified, it will register that backup copy as a 

hard disk could be connected, for example, via PC-Card version (a state) of the original file, for that time period 

(mU^ Personal Computer Memory Card International Asso- backing from the current time, (Note that the time indication 

ciation ("PCMCIA") or pnnter port to a file server on the absolute time, but relative to the current time.) 

network (Ethernet) and use the file server as a backup file ^^.^pj,^ ,,3^^^ ^^at the pre-set time period (the 

hard disk IIU. elapsed time after last modification) is one hour, and the last 

FIG. 2 is a block diagram expressing the software con- modification time for a certain file was 10:00; thereby the 

figuration to make the computer function as a backup/restore backup copy of that file was made at 10:00. That is, as will 

control apparatus, and realize the backup/restore method as be mentioned later, a backup copy will always be made at 

in the first implementation of this invention. Under the certain timing (as quickly as possible) after the file was 

backup/restore method and the control apparatus thereof in modified, for the all file(s) designated under backup infor- 

the first implementation, it has an OS 200 that control the mation setting unit 211. 

programs and manage the input/output, backup/restore pro- when it becomes 11 :00, the generation management unit 

gram 210 that control the backup file(s) generation process 215 will register the 10:00 version of the backup copy as a 

and restore process, a utility program 220 that includes «i hour ago" version of that file at 11:00. Therefore, even if 

various programs such as virus checking, compression/de- j^e original file was modified once more at 10:30, the 

compression and encryption/decryption programs. generation management unit 215 has registered (at 11:00) 

The OS 200, backup/restore program and utility program the 10:00 version backup copy as a *'one hour ago version," 
220 as indicated in RG. 2 is, for example, stored in the 55 so it can easily revert back to a state of that file one hour ago. 

original file hard disk 108, and read and executed by CPU Assume that the file was modified at 10:30, then, at 11:30, 

1^1- when one hour pass from 10:30, the generation management 

The OS 200 in FIG. 2 can be a multi-tasking OS or a unit will register the 10:30 version backup copy as a "one 

single- tasking OS, but under the first implementation it will hour ago version" of that file, and update the table that it 
be a considered a multi-tasking OS. Therefore, the process 60 manages. Assume that the current tinie is 11:15, then the 

as explained below can be executed in the background "one hour ago version" that the generation management unit 

during other application programs such as a word processor has in its table is the 10:00 copy, but in this case, the file has 

or a table calculation program are being executed. not been modified in between 10:00 and 10:15, so the *'one 

The backup/restore program 210 has, a backup infonna- hour ago version" at 11:15 still remains the same and 10:00 
tion setting unit 221 that lets the user select and register the 65 copy can be used to restore the file to its state one hour ago. 

file(s) to make backup(s) of (this is later referred to as In the following explanation, the state of the file(s) that 

designating the "target files" to manage the generation) as the generation management unit 215 manages as in above 
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example will l^e called the ''generation" of the original lUe, 
and managing the past state of the original file(s) will be 
called '-generation management." Also, in backup informa- 
tion setting unit 211, selecting the file to make backup of is 
also referred to as selecting a "target file" to manage the 
generation. 

Also, in the utility program 220, the virus checking 
program 221 is called when the backup copy is generated, or 
when the file is restored using that backup copy file. Then, 
at backup generation time, it will ensure that the file(s) is/are 
not infected by virus, and then go through the file integrity 
judgement process. Also, at restore time, it will easure that 
the file(s) is/are not infected by virus, and then go through 
the file integrity judgement process. 

Likewise, the compress/decompress program 222 to com- 
press or decompress a file, is called when the backup copy 
is generated, or when the file is restored using that backup 
copy file. Then, at backup generation time, it will compress 
the file to make a backup copy, and at restore time, it will 
decompress the backup file to its original size. 

Likewise, the encryption/decryption program 223 to 
encrypt or decrypt a file, is called when the backup copy is 
generated, or when the file is restored using that backup 
copy file. Then, at backup generation time, it will encrypt the 
file to make a backup copy, and at restore time, it will 
decrypt the backup file to iis original state. 

Furthermore, in FIG. 2, the virus checking program 221, 
the compress/decompress program 222 and encryption/ 
decryption program 223 is collectively referred to as utility 
program 220, but each of the individual programs is inde- 
pendent and can exist by itself. It is only referred to as utility 
program 220 for the sake of convenience and easy expla- 
nation. Also, when generating backup copy(ies) or restoring 
the file(s), whether to go through the virus checking, 
compression/de compression, encryption/decryption process 
or not can be set by the user, through the operation of 
detailed information setting unit 213. 

Next, specific explanation will be made in sequence of (1) 
backup condition setting process, (2) backup copy generat- 
ing process, (3) generation management, and (4) restore 
process, for backup/restore method and its control apparatus, 
realized by above-mentioned hardware and software con- 
figuration. 

(1) Backup Condition Setting Process 

FIG. 3 is an example of backup condition setting screen. 
The user, by operating the keyboard 105 and/or mouse 106, 
selects the "backup condition setting" from a menu or such 
(not shown in diagram). As a result, the backup information 
setting unit 211 will, through the OS, show on the display 
104 a backup condition setting screen 300 as in FIG. 3. In 
this backup condition setting screen 300, the user will select 
the filc(s) to manage the generation (which is another way of 
saying "to select the files to make backup copies oP')» and 
also, set the elapsed lime interval from the last modified time 
for that file. In other words, by selecting the target file(s) to 
manage the generation, and setting the elapsed time interval, 
the user can designate to which time period backing from the 
current time the user wants to restore. 

The user can set fi-eely the target file(s) to manage the 
generation, but specifically, the following can be considered. 

part of the data file(s) 

all of the data filc(s) 

part of the system file(s) 

all of the sy.stem file(s) 
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part of the data tile(s) and system file(s) 
part of the data file(s) and all of the system file(s) 
all of the data file(s) and part of the system file(s) 
all of the data fllc(s) and all of the system file(s) 
' And the method of selecting the file(s) can be to designate 
specific filename(s), or ;ts in FIG. 3 to use a wild card to 
designate all the file(s) in a particular directory (or folder) or 
to designate all file{.s) with the same extension. 

After the flle(s) is/are selected, then the elapsed time 
10 interval from the last modified time of that file, i.e. the base 
time period to which the generation management unit 215 
uses to manage the generation, is set. In this example, as 
FIG. 3 indicates, the elapsed time interval of "5 minutes," "1 
hour," ''1 day," "1 week," and "1 month" is set for that 
15 selected file. As a result, the generation management, as will 
be mentioned later, is able to restore the selected file to its 
state of "5 minutes ago," "1 hour ago," "1 day ago," "1 week 
ago," and "I month ago" from the current time, for the file(s) 
selected in the backup condition setting screen 300 as 
20 indicated in FIG. 3. Further more, the elapsed time interval 
can be system-wide, i.e. same for all files, or can be set 
diflerently for each file. If in case the elapsed time interval 
is set dififerently for each file, then it has the advantage for 
the user to easily restore the files to any user requested state 
25 (time period) in the past. This setting can be done by 
operating the information setting unit 212. In the first 
implementation, for sake of easy explanation, the elapsed 
time interval is set system-wide, i.e. same for all files in this 
system. 

30 The backup information setting unit 211, when the file 
selection and elapsed time interval is set by backup condi- 
tion setting screen 300 as in FIG. 3, then it will generate a 
target file information to manage the generation, as in FIG. 
4. Here, the target file information to manage the generation 

35 includes a full path name and last modified time (sometimes 
referred to as "time stamp") of each file that is selected. 
Also, if the elapsed time interval is not system -wide, i.e. can 
be set independently for each file, then it is necessary to let 
the generation management unit 215 know elapsed time 

40 interval for each file independently. 

Furthermore, the user can call the detailed information 
setting unit 213 of backup restore program 210, to select 
whether to check the virus, compress/decompress and/or 
encrypt/decrypt a file upon generating backup copy or 

45 restoring file(s). Here, we assume that the virus checking is 
set. 

Backup Copy Generating PnDcess 

a) Original File Hard Disk 108 Full Backup Process 
First of all, by default initial setting of the backup/restore 

50 program, regardless of the target files selected to manage the 
generation or the elapsed time interval as explained in FIG. 
3, all the files stored in the original file hard disk 108 is 
backed up to backup file hard disk 110. Further, this process 
is not limited to just the default initial setting of the 

55 backup/restore program, but the user can execute it at any 
time or periodically at specified interval. For example, it can 
be set to make a full backup of the original file hard disk 108 
every Sunday at 0:00. Also, if it is not necessary to make a 
backup of all the files in the original file hard disk 108, then 

60 this process can be skipped. 

FIG. 5 Ls a flow chart explaining the procedure of making 
a backup for all the files in the original file hard di.sk 108 to 
backup file hard disk 110. 

Firstly, the backup/restore execution control unit 214 of 

65 the backup/restore program 210 will read the file(s) to make 
backup of from the original file hard disk 108 and request to 
the OS 200 to execute a process of copying them to a 
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working area. OS 200 will, upon receiving the request from 
backup/restore execution control unit 21 4, read the file(s) 
from the original file hard disk 108 and execute a process of 
copying them to a working area. The working area as 
mention here can be a pre -designated area in the backup file $ 
hard disk 110 or in the RAM 103. Also, which files in what 
sequence to read/copy can be freely set/changed, so no 
specific explanation will be made here. However, since it 
initiates the virus checking program 221 in order to check 
the virus when generating the backup, is necessary then to 
read all the files that the virus checking program 221 
designates every time it generates the backup up. 

Then, the backup/restore execution control unit 214 ini- 
tiates the virus checking program 221, check for the virus on 
files that were read into the working area, and execute the 
process (S502) to judge whether the integrity of the files are 
maintained or not. Also, it is possible to check whether the 
files that were read into the working area are corrupted 
(destroyed) or not. 

And then, the backup/restore execution control unit 214 
receives the judgement from virus checking program 221, 20 
and makes the judgement of whether the integrity of files (in 
the original file hard disk) is maintained or not (S503). 

In step S503, if it judges that the file integrity is 
maintained, then the backup/restore execution control unit 
214 will request to the OS 200 to execute the process of 25 
copying the files in the working area to the backup file hard 
disk 110- Upon receiving the request from backup/restore 
execution unit 214, the OS 200 will copy the files in work 
area to backup file hard disk 110 (S504). This way, the file 
initially read from the original file hard disk 108 is made a 30 
backup copy onto the backup file hard disk 110. At this time, 
when an executable file used for virus checking is already 
copied to the backup file hard disk 110, then that executable 
file will not be copied and destroyed. 

Further, if the compression/encryption of the backup copy 35 
is selected under detailed information setting unit 213, then 
the compression/decompression program 222 or encryption/ 
decryption program 223 Ls initiated before the above- 
mentioned step S504, and compress and/or encrypt the 
backup copy. 40 

On the other hand, during step S503, the file is infected by 
a virus or corrupted (destroyed) and judge that the integrity 
of the files are not maintained, then the backup/restore 
execution control unit 214 will terminate the backup copy 
generating process, and output on the display 104 an alert 45 
message via the OS 200. In such case, the backup process 
will restart after the original file hard disk 108 is repaired. 

Then, the backup/restore program 214 will judge (S506) 
whether the above process has been repeated on all of the 
files stored in the original file hard disk 108. During step 50 
S506, if it was judged that it has been repeated on all the 
files, then it will terminate the process as indicated in FIG. 
5, and if it was judged that it has not been repeated on all the 
files, then it will repeat the process until all the files inside 
the original file hard disk 108 are made a backup copies 55 
inside the backup file hard disk 110. 

b) Backup of Target Files Selected to Manage the 
Generation, 

Next, the procedure to generate backup copies of the 
target files selected to manage the generation is explained. 60 
FIG. 6 is a flow chart of the process generating backup 
copies of the target files selected, under backup condition 
setting screen as in FIG. 3. Further, in FIG. 6, the steps 
identical to the steps in FIG. 5, the same step number is used, 
and detail explanation to these steps is omitted. 65 

The file monitoring unit 216 is initiated concurrently 
when the computer system is initiated (powered-on), and 
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reads in the target file information created by the backup 
information setting unit 211. Then, according to the target 
file information read in, it monitors (S602) in the 
background, the target files to manage the generation stored 
in the original file hard disk 108, and judges at certain timing 
whether the target files are modified or not (S603). 

Further, in step S603, it not only monitors whether the 
files in the original file hard disk are modified or not, but if 
any of the file names are designated using a wild card, it will 
also monitor whether a file matching the condition of the 
wild card has been created or not. 

In step S603, if the target file is judged to have been 
modified, then the file monitoring unit 216 will update the 
"last modified time*' information of that file in the target file 
information table (S604), request to the backup/restore 
execution control unit 214 to generate a backup copy of that 
file, and request to the generation management unit 215 to 
manage the updated generation (S605). Further, when a file 
matching the condition of the wild card was newly created, 
the file monitoring unit 216 will write the full path name and 
the last modification time information of that file in the 
target file information table, and request to generate a 
backup copy of that file, and to manage the updated gen- 
eration. 

The backup/restore execution control unit 214 will, upon 
receiving the request from file monitoring unit 216, generate 
a backup copy of the corresponding file onto backup file 
hard disk 110 (SS01-S505). The process on each step is 
already explained under FIG. 5, so it will be omitted here. 

Therefore, the files designated by backup information 
setting unit 211 will check at a certain timing periodically 
with the backup/restore execution control unit 214 whether 
or not that file was modified, and if it was modified then a 
backup copy will be generated. In other words, when any of 
the file designated by backup information setting unit 211 is 
modified, then a backup copy is always generated, and the 
generated backup copy will be managed by each generation, 
as will be mentioned later. 

By this method of taking a backup for all the modified file 
has the following advantage. That is, even if a file was 
infected by a virus that cannot be detected by a virus 
checker, it is possible to restore back to a version of that file 
before getting infected. But then, since there may be many 
versions (generations) of the backed-up files, it is very 
difficult to find a particular version, so in this form of 
implementation, a pre-defined "time period'* is set at backup 
information setting unit 211, and restore the designated file. 
However, it is also possible to designate a time not pre- 
defined in the backup information setting unit 211 and 
restore a file. 

Further, the backup/restore execution control unit 214 
can, when generating a backup copy on the backup file hard 
disk 110, i.e. when copying the target file to backup had disk 
110, for example, append an extension to the filename 
indicating the last modified date/time or the date/time when 
the backup copy was generated. For example, if the last 
modified date/lime of a file "thisfile.doc" was November 
6 — 19:30, then a backup file by name of "thisfilc- 
.doc. 1997.11 .06.19.30". By this way, adding an extension to 
manage the backup files makes it is possible to avoid initial 
infection by a virus (the type of vims that infects to a file 
with particular extension), as well as avoid infection to other 
files on the same system. Also, even when the same file is 
modified more than once, and multiple copies of the backup 
file are generated, this give way not to overwrite the previ- 
ous file, and allows multiple versions of backup copies to 
co-exit. In the following explanation, we assume the backup 
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file will be appended an extension as mentioned above, and 
explain the first implementation. Also, it does not restrict 
where, in the backup file hard disk 110, the backup files are 
created, or the type of directory structure the backup files are 
managed. For example, in a randomly selected directory of 5 
the backup file hard disk 108, by making an identical 
directory (folder) structure as the original file hard disk 108, 
it is possible to manage the files in a same directory structure 
as the original files. 

Further, the process in FIG. 6 will be executed continu- lo 
ously until the user terminates the backup/restore program 
210, or the computer is turned off. 

(3) Generation Management 
Next, the generation management by generation manage- 55 
ment unit 215 will be explained. As mentioned above, in the 
first implementation, the basis for generation management is 
the elapsed time interval from last modification time, and the 
target files to manage the generation is handled uniformly on 
all of the pre-selccted files. In the first implementation, the 20 
default setting of elapsed time interval is "5 minutes," "1 
hour," "I day," "1 week" and "1 month" (refer to FIG. 3.) 
llierefore, the generation management unit 215 will, when 
restoring the target files to a state in the past, manage the 
backup files so that it can be restored to a state of 5 minutes 25 
ago, Ihour ago, 1 day ago, 1 week ago or 1 month ago from 
the current time (the current time when restoration is 
executed.) 

Further, referring to FIG. 5, it is possible to start the 
generation management after all the files in original file hard 30 
disk 108 is backed up, but here, for the sake of easy 
explanation, we will just assume one new file "thisfile.doc" 
and explain about the generation management. 

FIGS. 7(a)-7(c) explains about the generation manage- 
ment table used to manage the generation of backup 35 
files. For example, in the generation management table 
shown on FIGS. 7(fl)-7(c), there is a column to register 
the target file name, a column to indicate the current 
date/time, a column to register the generation of pre- 
defined elapsed time interval, such as "5 minutes," "1 40 
hour," "1 day," "1 week" and "1 month." 

The generation management unit 215 will, receive a 
request from the file monitoring unit 216 on generation 
management, including such information as the full path 
name of the target file and last modified date/time, and 45 
prepare to manage the generation of that corresponding file. 
For example, the filename 'Hhisfile.doc" will be registered 
(together with the directory path) in the filename column of 
the generation management table. 

Then, it will receive from the backup/restore execution 50 
control unit 214 the full path filename of a file, when created, 
that has the last modified date/time as the extension, such as 
"thisfile.doc. 1997.07 .01. 15. 39". The generation manage- 
ment unit 215 continuously compare the current time and the 
last modified date/time of the backed-up file, and if "5 55 
minutes" has passed, then it will register in the "5 minutes" 
column of FIG. 7(a), for example, "1997.07.01.15.39". This 
way, by recording the extension of the backcd-up files, it can 
easily specify the backup file to use to restore a selected file. 

Then, if "lhisfilc.doc." has not been modified and 1 hour 60 
from the last modification passed, then the generation man- 
agement unit 215 will register the extension portion 
"1997,07.01.15.30" of the file "ihisfile- 
.doc.1997.07.01. 15.30" in the n hour'^ column of FIG. 7(a). 
By same method, if "1 day," "1 week" and "I month" pass 65 
without the original file being modified, then the extension 
portion "1997.07.01.15.30" of the file -'thisfile- 
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.doc.l997.07.0M5.30" Is registered in the "1 day," ^'1 
week" and "1 month" column respectively. 

As mentioned above, by U-sing a generation management 
table as in FIG. 7(a), unless the original file "thisfile.doc" is 
modified, the *'5 minutes," "1 hour," "1 day," "1 week" and 
'* 1 month" version of the backup file is actually the same, i.e. 
"thisfile.doc. 1997.07.01. 15.30". Therefore, FIG. 7(a) indi- 
cates that at least 1 monih has past since the file "thisfile- 
.doc" was last modified. 

Next, we will explain how the generation management is 
done when "thisfile.doc" is modified. The generation man- 
agement unit 215 will receive a request for generation 
management from the file monitoring unit 216 on, and 
receive information such as the full path name of the target 
file and last modified date/time; consequently recognize that 
the file "thisfile.doc" was modified. 

Then, the generation management unit 215 will continu- 
ously compare the current lime and the last modification 
date/time and if it judges that 5 minutes has passed, then it 
will record, as in FIG. 7(b), "1997.08.03.11.16" into "5 
minutes" column. 

Then, if the file "thisfile.doc" is not modified, and 1 hour 
pass from the last modified date/time, then it will record the 
extension of the backup file made one hour ago, as in FIG. 
7(fe), "1997.08.03.11.16" into "1 hour" column. Then, if the 
file "thisfile.doc" is not modified, and 1 day pass from the 
last modified dale/time, then it will record the extension of 
the backup file made one day ago, as in FIG. 7(6), 
"1997.08.03.11.16" into "1 day" column. In other words, 
FIG. 7(b) indicates that at least 1 day has past since the file 
"thisfile.doc" was modified on 1997-AUG-3 11:16. 
Therefore, in the "1 week" and "1 month" column, it is 
recorded that the state of "thisfile.doc" file 1 week ago and 
1 month ago is the same backup file "thisfile- 
.doc.1997.07.01.15.30". 

Next, let us assume that the "thisfile.doc" was modified. 
The generation management unit 215 will receive a request 
for generation management from the file monitoring unit 
216 on, and receive information such as the full path name 
of the target file and last modified date/time; consequently 
recognize that the file "thisfile.doc" was modified. 

Then, the generation management unit 215 will receive a 
report from backup/restore execution control unit 214 that 
the backup copy was made.on file "thisfile.doc" and that its 
filename is "thisfile.doc.1997.08.04.13.40". Then, the gen- 
eration management unit 215 will continuously compare the 
current time and the last modification date/time and if it 
judges that 5 minutes has passed, then it will record, as in 
FIG, 7(c), "1997.08.04.13.40" into "5 minutes" column. 

Further, FIG. 7(c) shows the state of the file "thisfile.doc" 
at 1997-AUG-4 14:00, and the column for "1 hour," "1 day," 
"1 week" and "1 month" is, until the last modification 
date/time for "thisfile.doc" elapse 1 hour, 1 day, 1 week and 
1 month, it remains as shown in FIG. 7(c). In other words, 
for "1 hour" and "1 da/* column, it is recorded that the state 
of the file "thisfile.doc" is same as the backup copy "this- 
file.doc.1997.08.03. 11.16". Then, for "1 week" and "1 
month" column, it is recorded that the state of the file 
"thisfile.doc" is same as the backup copy "ihisfile- 
.doc.1997.07.01. 15.30". 

If, thereafter, the file "thisfile.doc" is not modified for 1 
month, then the file *'thisfile.doc.l997.08.04.13.40" repre- 
sents the state of the original file "thisfile.doc" 5 minutes, 1 
hour, 1 day, 1 week and 1 month ago. In such case, the files 
"thisfile.doc. 1997. 07. 01. 15. 30" and "thisfile- 
.doc.1997.08.03.11.16" may be deleted, or kept for some 
other usage. Whether to delete this file may also be set by 
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operating the detailed inlbrraation setting unit 213. The The backup/restore execution control unit 214 will, bas- 

deletion of backup copy files will be done by backup/restore ing on the restore execution information received, read in the 

execution control unit 214 via the OS 200. backup file from the backup file hard disk 110, and using that 

(4^ Restore Process backup file copy restore the 'Mhisfile.doc" file to the original 
^ ^ 5 file hard disk 108. 

Further, following is the explanation for the process Furthermore, when executing the restore process, if the 

wherem, if the files stored m original file hard disk 108, for selection is to rename the current file m the original file hard 

any reasons, gets destroyed, erroneously deleted or such, disk 108 so that the restored file wiU not overwrite the 

then the files are restored by using the generation manage- original file, then it will, for example, rename the existing 
ment function of generation management unit 215. lo file to "re_thisfile,doc" and then copy the file "thisfile- 

FIG. 8 is the flow chart for file restore procedure. The .doc.1997,07.01. 15.30'* as "thisfile.doc" to the original file 

user, by operating the keyboard 105 and/or mouse 106, hard disk 108 at its original directory, being the version of 

selects the "restore setting" from a menu or such (not shown that file 1 month ago from the current time, 

in diagram). As a result, the restore information setting unit jf ^he selection is to allow to overwrite the current file in 
^H^!^^' '^^^ contents of generation management tabic 15 the original file hard disk 108 with the restored file, then it 

(S801) managed by the generation management unit 215, by copy the file 'nhisfile.doc. 1997,07.01. 15.30" as ^'this- 

showing on the display 104 a restore condition setting screen fii, joc" and overwrite the existing file "thisfile.doc", being 

900 as mdicated in FIG. 9, display the file name(s) and its version of that file 1 month ago from the current time, 

generationfs) available for restoration. , , . . , , . ^. 

^ r . . on If the selection is to restore the backup file to a temporarv 

The user wUl refer to the restore condition setung screen ^.^^^^^^ ^^^^ ^.^^ ^^^^^^^ ^^^^^^^ ^^^^ ^^^^ 

900, and select the file and its generation to restore, and ^^i, ^^e file "thisfile.doc.1997.07.01. 15.30" to a des- 

instruct the execution of the restore process. -^^^^^^ temporary directory "tempdir", (refer to FIG. 9), 

Additionally, the user can select one of multiple restore being the version of that file 1 month ago fi-om the current 

methods (options). In other words, as is indicated in the time. 

restore condition setting screen, the user can select to (1) ai • u i • • ui j i_ . • 

. ■ • • 1 CI i_ J J- 1 ^ ^so, if the virus checking is enabled when restonng a 

rename the current file m the ongmal file hard disk 1 08 so ,„„j fii^ « . i i • *u o if * 

. . . ^ CT 11 . • • t 2i random file using the backup copy, likewise the flow chart 

that the restored file will not overwrite tfie onginal file, (2) explanation in FIG. 5 and HG. 6. it will initiate the virus 

anew to overwnte the current file with the restored file and ,,,,,king program, and cheek the virus before copying back 

(3) restore the backup file to a temporary directory so thai it bac£ip file 

will not overwrite the current file. Also, if the user select to ^ , . , , 

restore the backup file to a temporary directory, then con- Furthermore if the backup files are compressed and/or 

sidering that there may be a same file previously restored in encrypted, then it will initiate the compression/ 

the same directory, the restore information setting unit 212 decompression program 222 and/or encryption/decryption 

can be set lo alert the user if needed. If it was not set to alert P^gram 223, and decompress and/or decrypt the backup 

the user, then the file in the temporary directory will be ^^^^ compressed and/or encrypted, 

overwritten. As such, the first implementation of this backup/restore 

Then, the restore information setting unit 212 will judge ^^^^"^ ^"^^^^ apparatus makes possible to manage 

whether the file name, generation and the restore operation P^^^ ^^^^^ ^^^^ (managing the generation) by using the 

is selected or not (S803), and if the file name, generation and '^^^^"P ^"^ ^^^'^^ ■"^^^^^^ ^^Si^^^ fi*^ to ^ state 

the restore operation is selected, then it will request a restore P^^^ backing from the current time, 

process to backup/restore execution control unit 214 by Also, note that the rule is, a backup (of the target file) is 

passing the restore infonmation such as full path file name of made when that files is modified, and since it constantly 

the restore target file and full path file name of the backup checks whether the files are modified or not, it can make a 

file. backup automatically for each file in the original file hard 

As a result, the backup/restore execution control unit 214 1^^- 

will, by using the designated backup file, restore the desig- Furthermore, it can assure the integrity of the files because 

nated file (S804). At that time, the backup/restore execution it checks for the computer virus and/or judge whether the 

unit 214 will restore the files according to the backup files are corrupted (destroyed) or not before making backup 

method (option) selected in the restore condition screen 900, copies. 

Now, we will explain the restore process specifically by In the above explanation, the premises is that the first 

using the file "thisfile.doc" as an example. Assume that the implementation of this backup restore method is realized as 

current time is 1999 -AUG-5 14:00, and it was selected in the a software only implementation as indicated in FIG, 2, 

restore condition setting screen 900 that the filename was However, the software organization of each functional units 
"thisfile.doc*' and the generation was "1 month" ago, and 55 as indicated in FIG. 2, especially the organization of the 

instructed lo execute the restore process. backup/restore program 210 is one example of how this 

The restore information setting unit 212 will, from the could be implemented, and it is possible to modify or design 

generation management table already read in, search for the it differently. Also, the generation management method as 

backup file of designated file ("thisfile.doc") at designated explained using FIG. 7 is, again, strictly an example, 
time (1 month ago). Specifically, it will look into the 1 60 Also, the organization of above-mentioned backup/restore 

month column of FIG, 7(c), and select the file "thisfile- method and its control apparatus as in this first 

.doc.1997.07.01. 15,30" as the backup copy. implementation, in other words, acknowledging that FIG. 10 

Then the restore information setting unit 212 will request is a case where the backup/reslore program 210 is provided 

the restore execution to backup/restore execution control as an application program, it is also possible to implement 
unit 214 by passing the restore target full path file name 65 this first implementation of backup/restore method and its 

**c\mydoc\th isfile.doc" and the file to be used for this res- control apparatus differently from the organization as in 

toration "dXhackupVuudocVhisfilcdoc. 1997.07.01. 15.30". FIG. 10, 
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FIG. 11 is explaining a case wherein the backup/restore 
program 210 is provided as a module comprLsing the OS 
200. In this case, the process of backup/restore program 210 
is approximately as mentioned above, but since it is pro- 
vided as a module comprising the OS 200, the read/write 
process request from backup/restore program 210 to OS 200 
is done internally within the OS 200, However, in order to 
execute the virus checking by virus checking program 221, 
it may be necessary to modify the driver to enable interfac- 
ing with the utility program 220. 

Also, FIG. 12 is explaining a case wherein the backup/ 
restore program 210 is provided as a driver extending the OS 
200. Also in this case, the process of backup/restore program 
210 is approximately as mentioned above. 

Furthermore, FIG. 12 is explaining a case wherein the 
backup/restore program 210 us provided as a module com- 
prising the BIOS (Basic Input/Output System) .Also in this 
case, the process of backup/restore program 210 is approxi- 
mately as mentioned above, but the conditions for generat- 
ing the backup or such must be done under BIOS setting 
screen, or preferably, a special user interface program/screen 
to set the conditions under OS 200 must be provided. 

Next, the second implementation of backup/restore 
method and its control apparatus will be explained. FIG. 14 
is a conceptual composition diagram of the backup/restore 
control apparatus, in the second implementation. As in FIG. 
14, the backup/restore control apparatus 1400 as in the 
second implementation is installed in between the host 
computer 1402 such as a personal computer (corresponding 
to the host processor unit in this invention) and the original 
file hard disk 108 contnDlled by the host computer 1402, 
wherein it generates a backup copy of the files stored in the 
original file hard disk 108 onto the backup file hard disk 110, 
as well as use the backup files generated in the backup file 
hard di.sk 110 to restore the files onto the original file 
hardwdisk 108. 

Here, the backup/restore control apparatus 1400 reads the 
information stored in the original file hard disk 108 on a file 
by file basis, then backup the files read-in onto the backup 
file hard disk 110, and is equipped with the backup/restore 
program 210, the utility program 220 including the vims 
checking program 221, compression/decompression pro- 
gram 222 and encryption/decryption program 223 as 
explained in the first implementation of this invention. 

Moreover, the detail of the backup/restore program 210 
and the utility program 220 is explained in the first imple- 
mentation using FIG. 2 and such, so the explanation is 
omitted here. 

Also, in order to manage the generation using backup/ 
restore program 210 as explained in the first 
implementation, it is necessary to go through the process of 
selecting (a) file(s) to manage the generation, and/or set the 
elapsed time interval from last modification time. Thereby, 
in the second implementation, it ases the host computer 
1402 as an input means, and accordingly, part of the function 
comprising the backup/restore program 210 as indicated in 
FIG. 2 may be provided by the host computer 1402 side. On 
the other hand, if the backup/restore control apparatus 1400 
itself provides for the input means, it is possible to directly 
designate the target files of generation management to the 
backup/restore control apparatus 1400. 

Furthermore, 1401 in FIG. 14 is the OS (operating 
system), llie OS 1401 can be a multi-tasking OS or a 
single-tasking OS, but under the second implementation it 
will be a considered a multi-tasking OS. In case of a 
multi-tasking OS, the access from host computer 1402 to the 
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original file hard disk 108 occur very frequently. Therefore, 
a function to watch the access from host computer 1402 to 
the original file hard disk 108 need to be added onto the 
backup/restore program 210, and let the backup copy gen- 
5 cration process and/or restore process be done while the host 
computer 1402 is not accessing the original file hard disk 
108. FIG. 15 is a block diagram expressing the hardware 
configuration of the backup/restore control apparatus 1400. 
The backup/restore control apparatus 1400 has, a CPU 1500 

]Q process the backup copy generation and restoration by 
executing the backup/restore program 210 and the utility 
program 220 including the virus checking program 221 as 
mentioned above, a BIOS 1501, a ROM 1502 that store the 
backup/restore program 210 and the virus checking program 
221, a RAM 1503 to be used as a working area for CPU 

^5 1500, an I/F 1504 for Integrated Drive Electronics f'lDE"), 
SCSI or such, a switching mechanism 1505 that switch, 
under the control of CPU 1500, the connection between IF 
1504 and the backup file hard disk 110 (A-D), the connec- 
tion between I/F 1504 and the original file hard disk 108 

20 (B-E), the connection between original file hard disk 108 
and the host computer 1/F 1508 (C-E), and the connection 
between backup file hard disk 110 and the host computer I/F 
1508 (C-D), and a bus 1506 that connects the above- 
mentioned components. 

25 Furthermore, in FIG. 15, hard disks such as the original 
file hard disk 108 and backup file hard disk 110 is mentioned 
as an example of the storage media, but the storage medium 
is not limited to a hard disk, but could be a floppy diskette, 
IC card, silicone disk and any other media that can be 
read/written from/to. Also, as explained in the first 
implementation, the hard can be one or more than three. 

Also, inside the backup file hard disk 110, there is a work 
area 1507 that the virus checking program 221 uses to check 
the virus and/or destruction of the files to be backed up. 

However the work area 1507 does not have to be in the 
backup file hard disk 110, but the RAM 1503 or such could 
be used as a work area instead. 

Also, the backup/restore program 210 and the utility 
program 220 can be stored on a pre -designated area in the 
backup file hard disk llO, or in a flash memory (not shown 
in diagram) or such, instead of the ROM 1502, 

FIG. 16 is a sample of how the backup/restore control 
apparatus 1400 may be used in this second implementation. 
FIG. 16 indicates the backup/restore control apparatus 1400 

45 to be used inside a personal computer, where the backup/ 
restore control apparatus 1400 is inserted into a random slot 
on the motherboard. In FIG. 16, item 1600 indicates the case 
of a personal computer. 

Next, the operation of backup/restore control apparatus 

50 1400 in the above configuration is explained. Moreover, in 
this second implementation of backup/restore control appa- 
ratus 1400, the backup condition setting process, generation 
management and restore process is the same as in the first 
implementation, so the explanation is omitted here. 

55 First of all, by default initial setting of the backup/restore 
control apparatus, all the files stored in the original file hard 
disk 108 is backed up to backup file hard disk 110. Further, 
this process Ls not limited to just the default initial setting of 
the backup/restore program, but the user can execute it at 

60 any time or periodically at specified interval. For example, 
it can be set to make a full backup of the original file hard 
disk 108 every Sunday at 0:00. Also, if it is not necessary to 
make a backup of all the files in the original file hard disk 
108, then this process can be skipped. 

65 FIG. 17 is a flow chart explaining the procedure of 
making a backup for all the files in the original file hard disk 
108 to backup file hard disk 110. 
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In FIG. 17, ihe backup restore control apparatus 1400 file(s) is/are not maintained, such as being infected by a 

watches whether the host computer 1402 Ls accessing the virus or corrupted (destroyed), then it will terminate the 

original tile hard disk (S1701). Moreover, since the host backup copy gener.it ing process, and alert the host computer 

computer 1402 is controlled by the multi-tasking OS, it is 1402 (S1710). In such case, the backup process will restart 
important in this second implementation that the backup s after the original iHe hard disk 108 is repaired 

process be automatically executed without obstructing the „ • , . , 

operation of the multi-tasking OS. Moreover, whether or not repeating the above-mentioned process, the backup 

the host computer 1402 is accessing the original file hard ^^P>' generated on all of the files stored in the original 

disk 108 can be judged by checking the register and/or busy ^^^^ ^^^^ backup file hard disk 110. 

signal or such of the I/F 1508 from the host computer 1402. Moreover, as to the backup file generation of target files 

And if it was judged that the host computer 1402 is not selected manage the generation, it is already explained in the 

accessing the original file hard disk, the backup/restore first implementation using FIG. 6, so the detail is omitted, 

control apparatus 1400 will control the switching mecha- However, in this second implementation, as was explained 

nism 1505 and disconnect the connection between the host in FIG. 17, it is different in that judgement has to be made 

computer 1402 and the original file hard disk 108 (C-E), and whether the host computer 1402 is accessing the original file 

through I/F 1504, connect the connection the original file hard disk 108 before the backup/restore control apparatus 

hard disk 108 and backup file hard disk 110 (A-D, B-E) 1400 can access the original file hard disk 108. 
f SI 702) 

\^ • • 1 fii K J J- 1 ifto ^ t , rt detailed explanation will be omitted, but in the 

H ?h V nn"^^" . H^'f l^n/"t u't^lf'^! '"''^'^ P^°"^^' j^^^Sement has to be made whether the host 

hard disk 110 IS connected to I^ 1504 then the backup/ ^402 is accessing the original file hard disk 108 

restore control apparatus 1400 wiU control the I/F 1504 read before executing the restore process 

the executable file(s), system file(s) and/or data file(s) from . . . , • , ... 

the original file hard disk 108 and copy to the work area ^^^^"^ implementation of backup control 

1507 (S1703) apparatus has made it possible to automatically backup the 

At this time, if the host computer 1402 access the original in the storage rnedium on a file by file 

file hard disk 108 (S1704). then the backup/restore control iTsc^J^on"^"' " "'^^^ ^"^"^ °^ ^"^^'""^ 
apparatus 1400 will control the switching mechanism 1505 

and connect the host computer 1402 and the original file ^^^S^^ ^^^^^ ^^^^^^ ^ original file 

hard disk (S1709) and go back to step 1701. Then, the above ^^'"^ ^"^^"^ ^ multi-tasking OS, it can detect 

process will be repeated ^'^^^ ^^^^ computer 1402 is not accessing the 

On the other hand, if there is no access from the host f^'^ ^^.^ ^"t automatically execute the 

computer 1402 to the original file hard disk 108 (S1705), ^'"^^^ process it will not with obstruct the multitasking 

then the backup/restore control apparatus 1400 will judge ""^^ '*°''Se medium, and generate the backup 
whether or not the necessary file(s) to make a backup has 

been read in (S1705). In this second implementation of ^^"""^ integrity of the files because it 

backup/restore control apparatus 1400, it can be set to go ^^""^ ^^^^ ^"^^ ^^'^^ judging whether the files are 

though the virus checking and/or check whether the files are ^ ^"^^^^^ ^^e files are corrupted 

corrupted (destroyed) or not every time it makes a backup, (destroyed) or not. 

so that the integrity of me(s) to copy to backup file hard disk Furthermore, it is also possible for the host computer 1402 

110 can be assured. For that reason, if going through the access the backup file hard disk 110, and in ihLs case, it 

virus checking or such, it is necessary to read in the file(s) will control the switching mechanism 1505 as in FIG. 2, and 

designated by the virus checking program 221. connect the host computer 1402 I/F 1508 and backup file 

Therefore, if the necessary file(s) for virus checking is/are ^^^^ (C-D). 

not read in or such, then it will go back to step SI 703 and Also, FIG. 18 is to compare with the first implementation 

repeat the reading process. On the other hand, if the neces- ^s in RGS. 10 to 13, and explains the corresponding 

sary file(s) are read in, the it will go to the next step S1706. composition of backup/restore control apparatus 1400 in this 

At step Si 706, the backup/restore control apparatus 1400 second implementation, 

will execute the virus checking program 211, and the check Also, FIGS. 19 to 26 are examples of this second imple- 

the file(s) read into the working area 507 to judge whether mentation of the backup/restore control apparatus 1400, and 

the integrity of the file(s) is/are maintained or not. Also, it explains how this second implementation can be used in 

can check whether the file(s) read in is/are corrupted variety of configurations. FIG. 19 is an example of using a 

(destroyed) or not. file server on the Ethernet as one end of the original file hard 

Then, if, at step S1707, the backup/restore control appa- disk 108 or the backup file hard disk 110, and FIG. 20 is an 

ratus 1400 judge that the integrity of the file(s) read into the example of using a file server on the network as both ends 
working area is/are maintained, then it will copy them to the 55 of original file hard disk 108 and the backup file hard 

backup file hard disk 110 (S1708). This way, the backup disk 110. 

copies of the file(s) read in from the original file hard disk FIGS. 21 and 22 is, correspond to FIGS. 19 and 20 

108 is/are generated. At this time, if the executable file is respectively, and the Ethernet is changed to Universal Serial 

already copied to the backup file hard disk 110, then the Bus ("USB") connection. 

executable file in the work area 107 is deleted. FIG. 23 is an example where one end of the original file 

Furthermore, if the compression and/or encryption option hard disk 108 or the backup file hard disk 110 is connected 

Ls selected, then the compression/decompression program to a disk-array controller with multiple hard disks, and the 

222 and/or encryption/decryption program 223 (refer to other end to a file server on the Ethernet. On the other hand, 

FIG. 2) is initiated in the procedure of step S1708, and the FIG. 24 is and example where both end of the hard disks are 
backup copy(ies) can be compressed and/or encrypted. 55 connected to a disk array controller with multiple hard disks. 

On the other hand, during step S1707, if the backup/ FIGS. 25 and 26 are examples of connecting the backup/ 

restore control apparatus 1400judge,'hal the integrity of the restore control apparatus 1400 to the network, and allow 
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multiple computers (on the network) to use the backup/ doc" file(s) is/are authorized for restoration by the owner, 

restore control apparatus 1400. members of the same group and superuser. Also, it is set that 

Furthermore, in this second implementation of the "addres.xls" is authorized for restoration by all users, 

backup/restore control apparatus 1400, a function can be Furthermore, the expression "C\Mydoc\*.*" will designate 
added to allow an update mechanism of the backup/restore 5 all the files under certain directory (in this case C\Mydoc) 

program 210 and utility program 220 in the ROM 1502. By it is authorized for restoration by file owner and supe- 

this function, the user can download a preferred virus ^^^^ ^^^y- 

checking program onto the backup restore control apparatus 2. On the other hand, when generating backup copy(ics), 

1400, and use that as a standard virus checking program. together with the "file name," "created date/time," "last 

As explained above, the first and second implementation modification date/time'^ and such attribute information, it is 

of this backup/restore method and its control apparatus, by "^cessary to add the "user name" and "group name" to 

using the backed-up files of the target files to manage the manage the generation. 

generation, can easily restore the files to a state of pre-set ^- ^^xt, assume that a request to restore a certain file (for 

time in the past. However, instead of, or in addition to this example, file "A") of a certain time period in the past was 

method, it can be made so that the user can designate a '"^^^ ^^^"^ *he user to the seiner. The server will check the 

random lime in the past, and by selecting the target file, ^^en check whether the user and/or the 

automatically identify the version of that file to restore to S/^^P «^ "^^^ ^^^^°"^y ^• 

that state of time. In other words, not only to re-store to a ^^^^ ^^^^ "^^^^ ""^^^^^^ °^ g^^^^P "^^^^^^^ 

pre-set time in the past as indicated in FIG. 9, but it allows ^^^} ^^^"^ ^"^^«"^y ^^^^^^ ^' ^^^^ 

to restore to any random lime in the past. Tn llcrul!^? V^^^'''^ """^^ '^"^^^ "^'^ ^"""^ 

Also, the first and second implementation of this backup/ a er message. , , , .... 

. , , . / , . , . ^ By such procedure, m the server/client system that is 

restore method and its control apparatus can be used ma • . n j *l c . i • i * *• c*u* l i / 

, , . KT . . u - J installed the first or second implementation or this backup/ 

server/client system. Note, that when the computer IS used as . j j . . t . - 

,,,•^1 M,/^, J restore method and its control apparatus, the files in the 

a single stand-alone system, then all the files arc assumed to . , . . , . 
u J u . J ■ *• .1. ci * * J 25 server can be prevented from unauthonzed restoration by 

be owned by that user, so designating the file to restore and , / \ j i- *i. • i_ ■ 

^. i_ J J J r 1 1 1 • random user(s) and can realize the authorization mechanism 
its generation can be decided freely by that user. But in a e u ^,' 
, , ^ ,r ^ • - . J necessary for such multi -user system, 
server/chent system, except or certam privileged user.% it is Furthermore, the first or second implementation of this 
necessary to limit tne restoration ngnt ol the tiles only to^tie backup/restore method is realized by executing the oroerams 
fiks that one owns. TTierefore, m a sen^er/chent system, .Us 3^ (backup/restore program 210, virus checking program 221, 
advisable to manage the files according to each user and/or j.ux j j to. j 
..... .1 . J.. .. ^ . J and others) prepared in advance. These programs are stored 

the group that that user belong to, and then use the first and * ^ li . j- u u j j- t 

, . r.i.- L 1 / u J J- in a computer-readable storage medium such as hard disk, 

second implementation of this backup/restore method and us ROM/RAM; Compact Disk-Read Only 

control apparatus. The umt of user management depends on ^ ("CD-ROM"), Magneto Optical ("MO"), Digital 

the OS, but categories such as file owner, same group or rt- , /um7T-i»\ j j n u * ju 
„ ' , . 1 • . 35 Versatile Disk ( DVD ) and others, and will be executed by 

all users typically exists. Also, many OS avail a privileged a- c ,1 * j ai tu 

. . / . . • „ reading from those storage medium. Also, these programs 

user for system administration such as "superuser. u j- * u * j u u * a- j- * -t . j 

^ ^ can be distributed by above storage medium, or distributed 

Here, the management for each users can be through a network. Furthermore, the computer as mentioned 

accomplished, for example, as below. ^^^^^ includes not just the computer, but the operating 
1. First of all, 3 system setup information is necessary. 40 system running on that computer. 

(1) The user has to designate the target file(s) in the server As explained above, according to the backup/restore 
to manage the generation (i.e to make backups of.) method as in this invention, it includes (1) a "restore detail 

(2) Then, for those files, the user has to designate, the instructing process" where the user can select the target file 
elapsed time interval from the last modification date. (for restoration) and the time in the past backing from the 

(3) Then, for each of those file(s), the use has to set the current time to execute the restore process, so that the files 
restore authorization level, such as, (a) file owner only, ^an be restored to a random time m the past, and (2) a 
(b) file owner and members of the same group, (c) all "^^^torc control process'' wherein, when the execution of 
users can restore that file. "restore process" is called by the "restore detail instructing 

The aboVe (1) and (2) are setup information that is needed process," select the corresponding backup file according to 

for standalone systems too. Above (3) is a setup information ^^e designated file and time period, control the execution of 

needed for server/client systems only. Above (3) setup "restore process" and restore the file selected for restoration, 

information can be managed by using a table, and table 1 as thereby, using the backup files it can restore the original files 

below is one example of such. *o » state m the past backing from the current time. 

Also, according to the backup/restore method as in this 

TABLE 1 invention, furthermore, includes a "full backup generation 

control process" where it will generate a bacloip of all the 

Superuser files in the first storage device to the second storage device, 

File owner controlling the execution of "backup copy generating 

Same group „ . j- • j/ 1 , 

process according to the pre-set condition and/or the user s 

Vmi 60 selection, enables the backup not only by files but the whole 

" doc storage device, thereby is useful for restoring the whole 

"^^'"'•^'^ storage device. 

C:¥Mydocy.' Also, according to the backup/restore method as in this 

invention, furthermore, includes (1) a "backup file selecting 

In Table 1, it is set that "*.ini" file(s) is/are authorized for 65 process" to pre -select the files to generate backup of, and (2) 

restoration only by the file owner and superuser, and other a ^'backup generation control process" that generate backup 

users cannot restore it/them. On the other hand, it is set that files at pre-set timing by controlling the execution of 
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"backup copy generating process" every time the files as 
selected by "backup file selecting process" are created or 
modified, thereby, it can generate backup copies on a file by 
file basis for those files stored in the first storage device, so 
it can generate only the files that users want to make backups 
of. Therefore, it is possible to backup only the files that are 
more important, and not backup the files that are less 
important. 

ALso, according to the backup/restore method as in this 
invention, furthermore, it can use the information that was 
used to restore the pre-selected original files to a state of the 
past backing from the current time, thereby can identify the 
restorable stale easily and increase the convenience of the 
restoring process, by including in this method an "elapsed 
time setting process" where at least one elapsed time (time 
elapsed since the last modification time) be set for each file 
as selected by the * 'backup file selecting process," and an 
"elapsed time judgement process" where it will compare the 
current time and the last modification time for files as 
selected by "backup file selecting process" and judge 
whether it has exceeded each of the elapsed time as set on 
the "elapse time setting process" for that particular file, and 
a "status recording process" where if, during the "elapsed 
time judgement process" a file has been judged that the 
elapsed lime exceeded the pre-set time, it will record the 
status of the file (that this file has already exceeded the 
pre-set time) using the backup copy of that file, and then the 
"restore detail instructing process" will, from the files that 
are known to have exceeded the elapsed time as a result of 
the ''status recording process," select the file(s) to restore 
and designate the elapsed time parameter, and then execute 
the "restore process," wherein, the "restore control process" 
will select the copy of the backup file matching that elapsed 
lime as designated by the "restore detail instructing 
process," control the execution of "restore process" and 
restore the designated file. 

Also, the backup/restore method as in this invention 
includes, furthermore, an "integrity judgement process" 
where it will judge the integrity of the designated file when 
making a backup copy of such file during the "backup copy 
generating process," and only if the result of the "integrity 
judgement process" prove to be positive (i.e. not infected by 
a virus or destroyed,) then it will generate a backup copy of 
the designated file, thereby can prevent a situation where the 
backup copies cannot be used due to infection by a virus or 
being corrupted (destroyed). 

Also, the backup/restore method as in this invention 
includes, furthermore, a "compression/encryption process" 
to compress and/or encrypt the file(s) being generated, when 
making backup copy(ies) of the files designated by the 
"backup copy generation process," thereby can make effec- 
tive usage of the storage medium as well as maintain 
security of the backup copies. 

Also, the backup/restore method as in this invention 
includes, furthermore, an "integrity judgement process" 
where it will judge the integrity of the designated backup file 
when restoring such file during "restore process," and only 
if the result of "integrity judgement process" prove to be 
positive (i.e. not infected by a virus or destroyed,) then it will 
restore the designated file using the backup file, thereby can 
prevent a situation where a file infected by a virus or 
corrupted (destroyed) is used in the restore process. 

Also, the backup/restore method as in thus invention 
includes, furthermore, a "de-compression/decryption pro- 
cess" 10 de -compress and/or decrypt the file(s) if the file(s) 
is/are compressed and/or encrypted, when restoring the 
file(s) designated by the "restore process." thereby can 
compress or encrypt the backup files. 
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Also, the backup/ rcsiore method as in this invention will, 
furthermore, when the "restore detail instructing process" 
call the "restore process," allow the user to select whether to 
replace the file (if a same filename exists in the designated 
5 directory) or create a new file (under a different directory or 
change the filename), and when the user select to replace the 
file during the "restore detail instructing process", the 
"restore control process" will control the execution of 
"restore process," use the appropriate backup copy and 
10 replace the designated file on first storage device, or when 
the user select to create a new file, the "restore control 
process" will control the execution of "restore process," use 
appropriate backup copy and create a new independent file 
on the first storage device, thereby allow the users to execute 
15 the restore procedure to their preference. 

Also, the backup/restore method as in this invention will, 
furthermore, have the "full backup generation control pro- 
cess" or "backup generation control process" watch the 
access of the first storage device, and when the first storage 
20 device is not accessed, it will control the execution of the 
"backup copy generating process," and make a backup copy 
to the second storage device, thereby even if the first storage 
device is managed by a di fife rent device controlled by a 
multi-tasking OS, it will not obstruct the access of the OS to 
25 first storage device, and automatically generate backup copy 
files. 

Also, the backup/restore control apparatus as in this 
invention will, furthermore, include (1) a "restore detail 
instructing means" where the user can select the target file 

30 (for restoration) and the time in the past backing from the 
current lime to execute the restore process of restore means, 
so that the files can be restored to a random time in the past, 
and (2) a "restore control means" wherein, when the execu- 
tion of "restore process" is called by the "restore detail 

35 instructing means," select the corresponding backup file 
according to the designated file and time period, control the 
"restore means" and restore the file selected for restoration, 
thereby, using the backup files it can restore the original files 
to a state in the past backing from the current time. 

40 Also, according to the backup/restore method as in this 
invention, furthermore, includes a "full backup generation 
control procedure" where it will generate a backup of all the 
files in the first storage device to the second storage device, 
by controlling the "backup copy generating procedure" 

45 according to the pre-set condition and/or the user's 
selection, enables the backup not only by files but the whole 
storage device, thereby is useful for restoring the whole 
storage device. 

Also, according to the backup/restore control apparatus as 

50 in this invention, furthermore, includes (1) a "backup file 
selecting means" to pre-selert the files to generate backup 
of, and (2) a "backup generation control means" that gen- 
erates backup files at pre-set timing by controlling the 
execution of "backup copy generating means" every time 

55 the files as selected by "backup file selecting means" are 
created or modified, thereby, it can generate backup copies 
on a file by file basis for those files stored in the first storage 
device, so it can generate only the files that users want to 
make backups of. Therefore, it is possible to backup only the 

60 files that arc more important, and not backup the files that arc 
less important. 

The backup/restore control apparatus as in this invention 
includes, (I) a "backup copy generating means" where a 
random file stored in the first storage device under control of 

65 the host processor unit is copied to a second storage device 
to make a backup copy, and (2) a "restore means" where 
such backup copy generated by the "backup copy generating 
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means" is used lo restore (an) existing file(s) or (a) non- mem means" a file has been judged that the elapsed Ume 

existing (i.e., already deleted) file(s) in the first storage exceeded the pre-sct lime, il will record the status of the file 

device, and (3) a "restore detail instructing means" where (that this file has already exceeded the pre-setlime) using the 

such file (file name) and time period Ls designated to execute backup copy of that file, and then the "restore detail instruct- 

ihe "restore process" of the '^resiore means" to restore those 5 ing means" will, from the files that are Icnown to have 

files to a state of designated time period backing from the exceeded the elapsed lime as a result of the "status recording 

current time, and (4) a "restore control means" where, in means," select the file(s) to restore and designate the elapsed 

case a "restore process" is executed during the "restore time parameter, and then execute the "restore means," 

detail instructing means," one file that meets the designated wherein, the "restore conlrol means" will select the copy of 

"file name" and "time period" criteria is selected and control lO the backup file matching that elapsed time as designated by 

the execution of the "restore means," thereby, using the the "restore detail instructing means," control the "restore 

backup files it can restore the original files to a state in the means" and restore the designated file, 

past backing from the current time. Also, the backup/restore control apparatus as in this 

Also, backup/restore control apparatus in this invention invention includes, furthermore, an "integrity judgement 

includes, furthermore, a "full backup generation control i5 means" where it will judge the integrity of the designated file 

means" where backup copies of all the files in the first when making a backup copy of such file during the "backup 

storage device are made to the second storage device under copy generating means," and only if the result of the 

pre-set condition and/or as designated by the user to control "integrity judgement means" prove lo be positive (i.e. not 

the "backup copy generating means" while watching the infected by a virus or destroyed,) then it will generate a 

host processor unit access to the first storage device, and 20 backup copy of the designated file, thereby can prevent a 

sense that the host processor unit Ls not accessing the first situation where the backup copies cannot be used due to 

storage device, enables the backup not only by files but the infection by a virus or being corrupted (desU-oyed). 

whole storage device, thereby is useful for restoring the Also, the backup/restore control apparatus as in this 

whole storage device. Also, as it generates backup copy invention includes, furthermore, a "compression/encryption 

file(s) while the host processor unit is not accessing the first is means" to compress and/or encrypt the file(s) being 

storage device, even when the host processor unit is con- generated, when making backup copy(ies) of the files des- 

trolled by a multi-tasking OS, it will not obstruct the access ignated by the "backup copy generation means," thereby can 

of multi-tasking OS to the first storage device, and auto- make effective usage of the storage medium as well as 

matically generate backup copy file(s). maintain security of the backup copies. 

Also, according to the backup/restore control apparatus as 30 Also, the backup/restore control apparatus as in this 

in this invention, furthermore, includes (1) a "backup file invention includes, furthenmore, an "integrity judgement 

selecting means" to prc-select the files to generate backup means" where it will judge the integrity of the designated 

of, and (2) a "backup generation control means" that gen- backup file when restoring such file during the "restore 

erates backup files at pre-sct timing by controlling the means," and only if the result of "integrity judgement 

execution of "backup copy generating means" every time 35 means" prove to be positive (i.e. not infected by a virus or 

the files as selected by "backup file selecting means" are destroyed,) then it will restore the designated file using the 

created or modified, it can generate backup copies on a file backup file, thereby can prevent a situation where a file 

by file basis for those files stored in the first storage device infected by a virus or corrupted (destroyed) is used in the 

by having the "backup generation conlrol means" watch the restore process, 

host processor unit access to die first storage device, and if 40 Also, the backup/restore conlrol apparatus as in this 

it senses that the host processor unit is not accessing the first invention includes, furthermore, a "de-compression/ 

storage device, it coninDls the "backup copy generating decryption means" to de-compress and/or decrypt the file(s) 

means" to generate the backup copy, thereby it can generate if the file(s) is/are compressed and/or encrypted, when 

only the files that users want to make backups of. Therefore, restoring the file(s) designated by the "restore means," 

it is possible to backup only the files that arc more important, 45 thereby can compress or encrypt the backup files, 

and not backup the files that are less important. Furthermore, Also, the backup/restore control apparatus as in this 

as it generates backup copy file(s) while the host processor invention will, furthermore, when the "restore detail 

unit is not accessing the first storage device, even when the instructing means" call the "restore process" of "restore 

host processor unit is controlled by a multi-tasking OS. it means," allow the user to select whether to replace the file 

will not obstruct the access of multi-tasking OS to the first 50 (if a same filename exists in the designated directory) or 

storage device, and automatically generate backup copy create a new file (under a different directory or change the 

filename), and when the user select to replace the file during 

Also, according to the backup/restore control apparatus as the "restore detail instructing means", the "restore control 

in this invention, furthermore, it can use the information that means" will control the execution of "restore means " use 

was used to restore the pre-selected original files to a state 55 the appropriate backup copy and replace the designated file 

of the past backing from the current time, thereby can on first storage device, or when the user select to create a 

identify the restorable state easily and increase the conve- new file, the "restore control means" will control the execu- 

nience of the restoring process, by including an "elapsed tion of "restore means," use appropriate backup copy and 

time setting means" where at least one elapsed time (lime create a new independent file on the first storage device, 

elapsed since the last modification time) be set for each file 60 thereby allow the users to execute the restore procedure to 

as selected by the "backup file selecting means," and an their preference. 

"elapsed time judgement means" where it will compare the Also, the computer-readable recording medium storing 
current time and the last modification time for files as the backup/restore program as descried in invention 
selected by "backup file selecting means" and judge whether includes, furthermore, (1) a "restore detail instructing pro- 
it has exceeded each of the elapsed time as set on the "elapse 65 cedure" where the user can select the target file (for 
time setting means" for that particular file, and a "status restoration) and the lime in the past backing from the current 
recording process" where if, during the "elapsed time judge- time to execute the restore procedure, so that the files can be 
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restored lo a random time in the past, and (2) a ^'restore making a backup copy of such file during the ^'backup copy 

control procedure" wherein, when the execution of "restore generating procedure," and only if the resuh of the "integrity 

procedure" is called by the "restore detail instructing judgement procedure" prove to be positive (i.e. not infected 

procedure," select the corresponding backup file according by a virus or destroyed,) then it will generate a backup copy 

to the designated file and time period, control the "restore S of the designated file, thereby can prevent a situation where 

procedure" and restore the file selected for restoration, the backup copies cannot be used due to infection by a virus 

thereby, using the backup files it can restore the original files or being corrupted (destroyed). 

to a state in the past backing from the current time. Also, the computer-readable recording medium storing 

Also, the computer-readable recording medium storing the backup/restore program as descried in this invention 

the backup/restore program as descried in this invention lO includes, furthermore, a "compression/encryption procc- 

includes, furthermore, a "full backup generation control dure" to compress and/or encrypt the file(s) being generated, 

procedure" where it will generate a backup of all the files in when making backup copy(ies) of the files designated by the 

the first storage device to the second storage device, by "backup copy generation procedure," thereby can make 

controlling the ''backup copy generating procedure" accord- effective usage of the storage medium as well as maintain 

ing to the pre -set condition and/or the user*s selection, 15 security of the backup copies. 

enables the backup not only by files but the whole storage Also, the computer-readable recording medium storing 

device, thereby is useful for restoring the whole storage the backup/restore program as descried in this invention 

cievice. includes, furthennore, an "integrity judgement procedure" 

Also, the computer-readable recording medium storing where it will judge the integrity of the designated backup file 

the backup/restore program as descried in this invention 20 when restoring such file during the "restore procedure," and 

includes, furthermore, a "backup file recording procedure" only if the result of "integrity judgement means" prove to be 

to record the file(s) when the target file(s) is/are designated, positive (i.e. not infected by a virus or destroyed,) then it will 

and a "backup generation control procedure" to control the restore the designated file using the backup file, thereby can 

execution of above-mentioned "backup generation proce- prevent a situation where a file infected by a virus or 

dure" so as to generate a backup copy at pre-set timing every 25 corrupted (destroyed) Ls used in the restore process, 

time the designated file(s) selected during the above- Also, the computer-readable recording medium storing 

mentioned "backup file selecting procedure" is/are created the backup/restore program as descried in this invention 

or updated, thereby, it can generate backup copies on a file includes, ftirthermore, a "de-compression/decryption proce- 

by file basis for those files stored in the first storage device, dure" lo de-compress and/or decrypt the file(s) if the file(s) 

so it can generate only the files that users want to make 30 is/are compressed and/or encrypted, when restoring the 

backups of. Therefore, it is possible lo backup only the files file(s) designated by the "restore procedure," thereby can 

that are more important, and not backup the files that are less compress or encrypt the backup files, 

important. Also, the computer-readable recording medium storing 

Also, according to the computer-readable recording the backup/restore program as descried in this invention 

medium storing the backup/restore program as descried in 35 includes, furthermore, when the "restore detail instructing 

this invention, furthermore, it can use the information that procedure" call the "restore procedure," allow the user to 

was used to restore the pre -selected original files to a state select whether to replace the file (if a same filename exists 

of the past backing from the current time, thereby can in the designated directory) or create a new file (under a 

identify the restorable state easily and increase the conve- different directory or change the filename), and when the 

nience of the restoring process, by including an "elapsed 4o user select to replace the file during the "restore detail 

time recording procedure" where at least one elapsed time instructing procedure", the "restore control procedure'* will 

(time elapsed since the last modification time) be recorded control the execution of "restore procedure," use the appro- 

for each file as recorded by "backup file recording priate backup copy and replace the designated file on first 

procedure," and an "elapsed time judgement procedure" storage device, or when the user select to create a new file, 

where it will compare the current time and the last modifi- 45 the "restore control procedure" will control the execution of 

cation time for files as recorded by "backup file recording "restore procedure," use appropriate backup copy and create 

procedure" and judge whether it has exceeded each of the a new independent file on the first storage device, thereby 

elapsed time as recorded on "elapse time recording proce- allow the users to execute the restore procedure to their 

dure" for that particular file, and a "status recording proce- preference. 

dure" where if, during the "elapsed time judgement proce- 50 Also, the computer-readable recording medium storing 

dure" a file has been judged that the elapsed time exceeded the backup/restore program as descried in this invention 

the pre-set time, it will record the status of the file (that this will, furthermore, have the "full backup generation control 

file has already exceeded the pre-set time) using the backup procedure" or "backup generation control procedure" watch 

copy of that file, and then the "restore detail instructing the access of the first storage device, and when the first 

procedure" will, from the files that are known to have 55 storage device is not accessed, it will control the execution 

exceeded the elapsed time as a result of the "status recording of the "backup copy generating procedure," and make a 

procedure," accept the selection of file(s) to restore, accept backup copy to the second storage device, thereby even if 

the elapsed time parameter for each file, and accept the the first storage device is managed by a different device 

execution of restore procedure, then, the "restore control controlled by a multi-tasking OS, it will not obstruct the 

procedure" will select the copy of the backup file(s) out of 60 access of the OS to first storage device, and automatically 

the file(s) matching the elapsed time as designated by the generate backup copy files. 

"restore detail instructing procedure," control the "restore Also, the computer-readable recording medium storing 

procedure" and restore the designated file. the backup/restore program as descried in this invention is, 

Also, the computer-readable recording medium storing a program that is embedded into, as part of, the operating 

the backup/restore program as descried in this invention 65 system, that 'includes such program(s) implementing the 

includes, furthermore, an "integrity judgement procedure" "restore detail instructing procedure," "restore control 

where it will judge the integrity of the designated file when procedure," "full backup generation control procedure," 
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"backup file recording procedure/' "elapsed time recording 
procedure," "backup copy generating procedure," ''elapsed 
time judgement procedure," "status recording procedure," 
"integrity judgement procedure," "compression/encryption 
procedure," or "de-compression/decryption procedure," s 
thereby can offer the backup/restore program in various 
composition. 

Also, the computer-readable recording medium storing 
the backup/restore program as descried in this invention is, 
a program that is embedded into, as part of, the driver of the lo 
operating system, that includes such program{s) implement- 
ing the "restore detail instructing procedure," "restore con- 
trol procedure," "full backup generation control procedure," 
"backup file recording procedure," "elapsed time recording 
procedure," "backup copy generating procedure," "elapsed 15 
time judgement procedure," "status recording procedure," 
"integrity judgement procedure," "compression/encryption 
procedure," or "de-compression/decryption procedure," 
thereby can offer the backup/restore program in various 
composition. 20 

Furthermore, the computer-readable recording medium 
storing the backup/restore program as descried in this inven- 
tion is, a program that is embedded into, as part of, the BIOS, 
that includes such program(s) implementing the "restore 
detail instructing procedure," "restore control procedure," is 
"full backup generation control procedure," "backup file 
recording procedure," "elapsed time recording procedure," 
"backup copy generating procedure," "elapsed time judge- 
ment procedure," "status recording procedure," "integrity 
judgement procedure," "compression/encryption 30 
procedure," or "de-compression/decryption procedure," 
thereby can offer the backup/restore program in various 
composition. 



APPLICAOON POTENTIAL IN THE INDUSTRY 
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As above, the backup/restore method and its control 
apparatus, as well as the computer-readable recording 
medium storing the backup/restore program as in this inven- 
tion is useful, in a case where the files stored in the computer 
storage medium are destroyed or deleted and need to be 
restored, especially when the user wants to restore them to 
a state of certain time in the past. 

What is claimed is: 

1. A backup/restore method, the characteristic of which is, 
to include: 

(1) a "backup copy generating process" where a random 
tile stored in a first storage device is copied to a second 
storage device to make a backup copy; 

(2) a "restore process" where such backup copy generated 
by the above-mentioned "backup copy generating pro- 
cess" is used to restore (an) existing file(s) or (a) 
non -existing (i.e., already deleted) file(s) in the first 
storage device; 

(3) a "restore detail instructing process" where a target file 55 
(file name) and time period is designated to execute the 
above-mentioned "restore process" to restore those 
files to a state of designated time period backing from 
the current time; 

(4) a "restore control process" where, in case a "restore 
process" is executed during the above-mentioned 
"restore detail instructing process," one file that meets 
the target "file name" and "time period" criteria is 
selected and control the execution of the above- 
mentioned "restore process; ^5 

(5) a "backup file selecting process" to pre-select the 
file(s) to generate backup(s) of; 



(6) a "backup generation control process" to control the 
execution of above-mentioned "backup copy generat- 
ing process" so as to generate a backup copy at pre-set 
timing every time (a) designated file(s) selected during 
the above-mentioned "backup file selecting process" 
is/are created or updated; 

(7) an "elapsed time setting process" where at least one 
elapsed time (lime elapsed since the last modification 
time) be set for each designated file as selected by 
above-mentioned "backup file selecting process;" 

(7) an "elapsed lime judgement process" which compares 
the current time and the last modification time for files 
as selected by above-mentioned "backup file selecting 
process" and judge whether a particular file has 
exceeded the elapsed time as set on above-mentioned 
"clap.s6 time setting process" for that particular file; and 

(8) a "status recording process" where if, during the 
above-mentioned "elapsed time judgement process," a 
file has been judged that the elapsed time exceeded the 
pre-set time, the status recording process will record 
the status of the file (that this file has already exceeded 
the pre-set time) using the backup copy of that file, and 
then the above-mentioned "restore detail instructing 
process" will, from the files that are known to have 
exceeded the elapsed time as a result of above- 
mentioned "status recording process," select the target 
file(s) to restore and designate the above-mentioned 
time period, and then execute the "restore process," 
wherein, the above-mentioned "restore control pro- 
cess'* will select the copy of the backup file matching 
that elapsed time as designated by the above-mentioned 
"restore detail instructing process," control the "restore 
process" and restore the designated file." 

2. Furthenmore, a backup/restore method as mentioned in 
claim I of this column, the characteristic of which is, to 
include a "fiill backup generation control process" where 
backup copies of all the files in the first storage device are 
made to the second storage device under pre-set condition 
and/or as designated by the user to control the execution of 
above-mentioned "backup copy generating process." 

3. Furthermore, a backup/restore method as mentioned in 
any one of claim 1 of this column, the characteristic of which 
is, to include an "integrity judgement process" where it will 
judge the integrity of the designated file when making a 
backup copy of such file during the "backup copy generating 
process,*' and only if the result of above-mentioned "integ- 
rity judgement process'* prove to be positive (i.e. not 
infected by a virus or destroyed,) then it will generate a 
backup copy of the designated file. 

4. Furthermore, a backup/restore method as mentioned in 
any one of claim 1 of this column, the characteristic of which 
is, to include a "compression/encryption process" to com- 
press and/or encrypt the file(s) being generated, when mak- 
ing backup copy(ies) of the files designated by the above- 
mentioned "backup copy generation process." 

5. Furthermore, a backup/restore method as mentioned in 
any one of claim 1 of this column, the characteristic of which 
is, to include an "integrity judgement process" where it will 
judge the integrity of the designated backup file when 
restoring such file during the "restore process," and only if 
the result of above-mentioned "integrity judgement process" 
prove to be positive (i.e. not infected by a virus or 
destroyed,) then it will restore the designated file using the 
above-mentioned backup file. 

6. Furthermore, a backup/restore method as mentioned in 
claim 4 of this column, the characteristic of which is, to 
include a "de-compression/decryption process" to 
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de-compress and/or decrypt the file(s) if the tile(s) is/are file has been judged that the elapsed time exceeded the 

compressed and/or encrypted, when restoring the file(s) pre-set time, the "status recording means" will record 

designated by the above-mentioned **restore process/* the status of the file (that this file has already exceeded 

7. A backup/restore method as mentioned in any one of the pre-set time) using the backup copy of that file, and 
claim 1 of this column, the characteristic of which is, that 5 then the above-mentioned "restore detail instructing 
when the above-mentioned "restore detail instructing pro- means" will, from the files that are known to have 
cess" call the above-mentioned "restore process." it allows exceeded the elapsed time as a result of above- 
the user to select whether to replace the file (if a same mentioned "status recording means," select the filc(s) 
filename exists in the designated directory) or create a new ^^^^^^ designate the above-mentioned time 
file (under a dilfercnt directory or change the filename), and lO f""^' '"^ then execute the "restore process" of 
when the user select to replace the file during the above- the above-mentioned ^Veslore 

mentioned -"restore detail instructing process^ the above- ™^ ™ f .^'^^ ^^^'P^ °f ^'^^""^ 

. u , .1 » M, . , matching that elapsed time as designated by the above- 

mentioned restore control process will control he execu- mentiontd "restore detaU instrucdng means," control 

lion or above-mentioned restore process, use the .u-. " * » j * *u j • * j a^ 

, , . . , ^ , ' the restore process and restore the designated file, 

appropriate backup copy and replace the designated file on 15 iq Furthermore, a backup/restore control apparatus as 

first storage device, or when the user select to create a new mentioned in claim 9, of this column, the characteristic of 

file, the above-mentioned "restore control process^' will which is, to include a "full backup generation control 

control the execution of above-mentioned "restore process," means" where backup copies of all the files in the first 

use appropriate backup copy and create a new independent storage device are made to the second storage device under 

file on the first storage device. 20 pre-set condition and/or as designated by the user to control 

8. A backup/restore method as mentioned in claim 2 of the above-mentioned "backup copy generating means" 
this column, the characteristic of which is, to have the while watching the above mentioned host processor unit 
above-mentioned "full backup generation control process" access to the above mentioned first storage device, and sense 
or "backup generation control process" watch the access of that the host processor unit is not accessing the first storage 
above-mentioned first storage device, and when the first 25 device. 

storage device is not accessed, it will control the execution 11, Furthermore, a backup/restore control apparatus as 

of above-mentioned "backup copy generating process," and mentioned in claim 9 of this column, the characteristic of 

make a backup copy to the second storage device. which is, to include a "backup file selecting means" to 

9. A backup/restore control apparatus, the characteristic of pre-select the file(s) to generate backup(s) of, and a "backup 
which is, to include: 30 generation control means" to control the above-mentioned 

(1) a "backup file selecting means" to pre-select the file(s) "backup generation means" so as to generate a backup copy 
to generate backup(s) of; at pre-set timing every time the designated filc(s) selected 

(2) a "backup copy generating means" where a random ^^^^rig the above-mentioned "backup file selecting means" 
file stored in the first storage device under control of a created or updated, and while the above-mentioned 
host processor unit is copied to a second storage device "backup generation control means" watch the above- 
to make a backup copy; mentioned host processor unit access to the above- 

(3) a "restore means" where such backup copy generated mentioned first storage device, and sense that the host 
by the above-mentioned "backup copy generating Processor unit ls not accessing the first storage device, 
means" is used in a "restore process" to restore (an) above-mentioned "backup copy generating 
existing file(s) or (a) non^xisting (i.e., already deleted) "'".^"V^ f"^^^'^ the backup copy. 

file(s) in the first storage device; ^: Ftirthermore, a backup/restore control apparatus as 

/.^ u J . 1 • • « 1 t ri mentioned in claim 11, the characteristic or which is, to 

(4} a restore detail instructing means where such file ■ 1 j «• . •» • j . t. -n ■ j 

/c, V J*- • J - J • . J L include an integrity judgement means where it will judge 

(file name) and time pe nod IS desmnaled to execute the .u • . cTi.j-.jci l i* . » 

(\ , ' » f *u i_ J it . the integrity or the designated file when making a backup 

"restore process or the above-mentioned "restore ^ ^? u ^ ■ i 

„ / . , . , r J • . J 45 copy of such file during the "backup copy generating 

means" to restore those files to a state of designated ^„ , 1 r^u u f u ^ t'j b b 

. ^ , . * means, and only if the result of above-mentioned "integrity 

time period backing from the current time; judgement means" prove to be positive (i.e. not infected by 

(5) a restore control means where in case the "restore ^ ^inis or destroyed,) then the above-mentioned "backup 
process is executed during the above-mentioned ^opy generating means" will generate a backup copy of the 
'restore detail instructing means," one file that meets jq designated file 

the designated "file name" and "lime period" criteria is ^3 Furthermore, a backup/restore control apparatus as 

selected aiid control the execution of the above- mentioned in claim 11, the characteristic of which is, to 

mentioned "restore means;" include a "compression/encryption means" to compress and/ 

(6) an "elapsed time setting means" for executing an or encrypt the file(s) being generated, when making backup 
"elapsed time setting procedure" during which at least 55 copy(ies) of the files designated by the above-mentioned 
one elapsed time (time elapsed since the last modifi- "backup copy generation means." 

cation time) is set for each file as selected by above- 14. Furthermore, a backup/restore control apparatus as 

mentioned "backup file selecting means;" mentioned in claim 11, the characteristic of which is, to 

(7) an "elapsed time judgement means" where it will include an "integrity judgement means" where it will judge 
compare the current time and the last modification time 60 the integrity of the designated backup file when restoring 
for files as selected by above-mentioned "backup file such file during the "restore means," and only if the result of 
selecting means" and judge whether it has exceeded above-mentioned "integrity judgement means" prove to be 
each of the elapsed lime as set on above-mentioned positive (i.e. not infected by a virus or destroyed,) then it will 
"elapsed time setting procedures" for that particular restore the designated file using the above-mentioned 
file; and 65 backup file. 

(8) a "status recording means" where if, during the 15. Furthermore, a backup/restore control apparatus as 
above-mentioned "elapsed time judgement means," a mentioned in claim 13 of this column, the characteristic of 
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which is, 10 include a "de-compression/decryption means" this file has already exceeded the pre-set time) using the 

to de-compress and/or decrypt the me(s) if the fil<s) is/are backup copy of ihai file, and then the above-mentioned 

compressed and/or encrypted, when restoring the files des- "restore detail instructing procedure" will, from the 

ignated by the above-mentioned "restore means." files that are known to have exceeded the elapsed time 

16. A backup/restore control apparatus as mentioned in 5 as a result of above-mentioned "status recording 
claim 11. the characteristic of which is, that when the procedure," accept the selection of file(s) to restore, 
above-mentioned "restore detail instructing means" execute accept the above-mentioned elapsed lime parameter for 
the above-mentioned "restore process" of "restore means," each file, and accept the execution of "restore 
allow the user to select whether to replace the file (if a same procedure," then, the above-mentioned "restore control 
filename exists in the designated directory) or create a new lO procedure" will select the copy of the backup file(s) out 
file (under a different directory or change the filename), and of the filc(s) matching the elapsed time as designated 
when the user select to replace the file during the above- by the above-mentioned "restore detail instructing 
mentioned "restore detail instructing means", the above- procedure," control the "restore procedure" and restore 
mentioned "restore control procedure" will control the the designated file. 

execution of above-mentioned "restore means," use the 15 18. Furthermore, a computer-readable recording medium 

appropriate backup copy and replace the designated file on storing the backup/restore program as mentioned in claim 11 

first storage device, or when the user select to create a new of this column, the characteristic of which is, to include a 

file, the above-mentioned "restore control means" will con- "full backup generation control procedure" where backup 

trol the execution of above-mentioned "restore means," use copies of all the files in the first storage device are made to 
appropriate backup copy and create a new independent file 20 the second storage device under pre-set condition and/or as 

on the first storage device. designated by the user to control the execution of above- 

17. A computer-readable recording medium storing the mentioned "backup copy generating procedure." 
backup/restore program, the characteristic of which, is a 19. Furthcnnore, a computer-readable recording medium 
program to execute under a computer: storing the backup/restore program as mentioned in any one 

(1) a "backup copy generating procedure" where a ran- 25 claim 17 of this column, the characteristic of which is, to 
dom file stored in the first storage device is copied to a include an "integrity judgement procedure" where it will 
second storage device to make a backup copy; judge the integrity of the designated file when making a 

(2) a "restore procedure" where such backup copy gen- backup copy of such file during the "backup copy generating 
eratcd by the above-mentioned "backup copy generat- procedure," and only if the result of above-mentioned 
ing procedure" is used to restore (an) existing file(s) or "integrity judgement procedure" prove to be positive (i.e. 
(a) non-existing (i.e., already deleted) file(s) in the first infected by a virus or destroyed,) then the above- 
storage device; mentioned "backup copy generating procedure" will gener- 

(3) a "restore detail instructing procedure" where such file ^ backup copy of the designated file. 

(file name) and time period is designated to execute the Furthermore, a computer-readable recording medium 

above-mentioned "restore procedure" to restore those storing the backup/restore program as mentioned in any one 

files to a state of designated time period backing from column, the characteristic of which is, to 

the current time; include a "compression/encryption procedure" to compress 

(4) a "restore control procedure" where, in case a "restore ^"^^^^^ ^"''^P^ ^^^(^) generated, when making 
procedure" is executed during the above-mentioned ''^''^"P ^opyC^^s) of ^^e files designated by the above- 
"restore detail instructing procedure," one file that mentioned "backup copy generation procedure." 

meets the designated "file name" and "time period" Furtherrnore, a computer-readable recording medium 

criteria is selected and control the execution of the ^^^"^""^ backup/restore program as mentioned in any one 

above-mentioned "restore procedure;" ^^^'"^ ^'^ ^^'^ column, the charactenstic of which is. to 

(5) a "backup file selecting procedure" to pre-select the "^rity Judgement procedure" where it will 
file(s) to generate backup(s) of; J^^^c the integrity of the designated backup file when 

/K\ i<u ^ 1 -1 « , . restonng such file during the "restore procedure," and only 

(6) a backup generation control procedure to control the „f above-mentioned "integrity judgement pr«- 
execution or above-menUoned backup copy generat- ^^^^^^„ jo be positive (ix. not infected by a virus or 
mg procedure so as to generate a backup copy at destroyed.) then the above-mentioned "restore procedure" 
pre-set limmg every time the designated file(s)sele ^^e designated file using the above-mentioned 
during the above-mentioned "backup file selecting pro- backup file 

cedure" is/are created or updated; 22. Furthermore, a computer-readable recording medium 

(7) an elapsed time recording procedure where at least storing the backup/restore program as mentioned in claim 16 
one elapsed time (time elapsed since the last modifi- of thLs column, the characteristic of which is, to include a 
cation time) be recorded for each file as recorded by 55 "de-corapression/decryption procedure" to de-compress 
above-mentioned "backup file selecting procedure;" and/or decrypt the file(s) if the file(s) is/are compressed 

(8) an "elapsed time judgement procedure" where it will and/or encrypted, when restoring the file(s) designated by 
compare the current time and the last modification time the above-mentioned "restore procedure." 

for files as recorded by above-mentioned "backup file 23. A computer-readable recording medium as mentioned 
selecting procedure" and judge whether it has exceeded 60 in claim 17 of this column, the characteristic of which is, that 
each of the elapsed time as recorded on above- when the above-mentioned "restore detail instructing pro- 
mentioned "elapsed time recording procedure" for that cedure'* execute the above-mentioned "restore procedure," 
particular file; and allow the user to select whether to replace the file (if a sam'e 

(9) a "status recording procedure" where if, during the filename exists in the designated directory) or create a new 
above-mentioned "elapsed time judgement procedure," 65 file (under a different directory or change the filename-), and 
a file has been judged that the elapsed time exceeded when the, user select to replace the file during the above- 
the pre-set time, it will record the status of the file (that mentioned "restore detail instructing procedure", the above- 
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mentioned "restore control procedure" will control ihe- 
execution of above-mentioned "restore procedure," use the 
appropriate backup copy and replace the designated file on 
first storage device, or when the user select to create a new 
file, the above-mentioned "restore control means" will con- 5 
trol the execution of above-mentioned "restore procedure," 
use appropriate backup copy and create a new independent 
file on the first storage device. 

24. A computer-readable recording medium as mentioned 

in claim 18 of this column, the characteristic of which is, to lo 
have the above-mentioned "full backup generation control 
procedure" or ' backup generation control procedure" watch 
the access of above-mentioned first storage device, and 
when the first storage device is not accessed, it will control 
the execution of above-mentioned "backup copy generating 15 
procedure," and make a backup copy to the second storage 
device. 

25. A computer-readable recording medium as mentioned 
in claim 17 of this column, the characteristic of which is, a 
program that is embedded into, as part of, the operating 20 
system, that includes such program(s) implementing the 
above-mentioned "restore detail instructing procedure," 
"restore control procedure," "full backup generation control 
procedure," "backup file selecting procedure," "elapsed time 
recording procedure," "backup copy generating procedure," 25 
"elapsed time judgement procedure," "status recording 
procedure," "integrity judgement procedure," 
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"compression/encryption procedure," or "de-compression/ 
decryption procedure." 

26. A computer-readable recording medium as mentioned 
in claim 17 of this column, the characteristic of which is, a 
program that is embedded into, as part of, the driver of the 
operating system, that includes such program(s) implement- 
ing the above-mentioned "restore detail instructing 
procedure," "restore control procedure," "full backup gen- 
eration control procedure," "backup file selecting 
procedure," "elapsed lime recording procedure," "backup 
copy generating procedure," "elapsed time judgement 
procedure," "status recording procedure," "integrity judge- 
ment procedure," 'compression/encryption procedure," or 
"de -compress ion/decryption procedure." 

27. A computer-readable recording medium as mentioned 
in claim 17 of this column, the characteristic of which is, a 
program that Ls embedded into, as part of, the BIOS (basic 
I/O system), that includes such program(s) implementing the 
above-mentioned "restore detail instructing procedure," 
"restore control procedure," "full backup generation control 
procedure," "backup file selecting procedure," "elapsed time 
recording procedure," "backup copy generating procedure," 
"elapsed time judgement procedure," "status recording 
procedure," "integrity judgement procedure," 
"compression/encryption procedure," or "de-compression/ 
decryption procedure." 

***** 
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